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Abstract The proposed Internet Security Architecture (ISA) [22] provides an

architecture for the inclusion of security facilities in the design of pro-

We analyze the security of the BGP routing protocol, and identify a tocols to be used in the Internet. Fundamental to the ISA are four
number of vulnerabilities in its design and the corresponding threats.concepts: vulnerabilities, threats, security services, and countermea-
We then present a set of proposed modifications to the protocol whichsures. Avulnerability is a weakness in a system's security that may
minimize or eliminate the most significant threats. The innovation we be exploited by anintruder. threat is a potential violation of security,
introduce is the protection of the second-to-last information containedand requires an intruder who has the capability to exploit an existing
in the AS.PATHattributes by digital signatures, and the use of tech- vulnerability. Threats can be classified into four general categories.
niques developed for detecting loops in path-finding protocols to ver-Disclosureis an event in which an entity gains access to data that the
ify the selected route's path information. With these techniques we areentity is not authorized to receivddeceptionis an event that results
able to secure full path information in near constant space, and avoidn an authorized entity receiving false data and believing it to be true.

the recursive protection mechanisms previously assumed necessary. Disruptionis an event that interrupts or prevents the correct operation
of system services or functions. Angsurpationis an event that results

in control of system services or functions by an unauthorized entity.
. Vulnerabilities and threats are minimized or eliminated through the
1 IntrOd uction provision of sixsecurity services[17]. Confidentialityis the protegc-
tion of data so it is not made available or disclosed to unauthorized
Inter-domain routing protocols are designed to perform policy-basedindividuals, entities, or processdsategrity is the protection of data so
routing in an internet of autonomous systems. An autonomous systenit is not altered or destroyed in an unauthorized manAethenticity
(AS) is defined as a set of routers under a single technical administrais the verification of the identity claimed by a system entijccess
tion, using an interior gateway protocol and common metrics to route Controlis the protection against unauthorized use of system resources.
packets within the AS, and using exterior gateway protocols to routeNon-Repudiations the protection against false repudiation of a com-
packets to other ASs. In practice, this definition is relaxed to allow munication.Availability is the assurance that resources are accessible
multiple intra-domain protocols and several sets of metrics, the focusand usable upon demand by an authorized entity.
being on a single administration. Two inter-domain, path-vector rout- A countermeasureis a mechanism or feature that provides a se-
ing protocols currently defined are the Border Gateway Protocol (BGP)curity service. Examples of countermeasures include encryption of
[20] and the Inter-Domain Routing Protocol (IDRP) [19, 7]; these two network traffic to provide confidentiality, and the use of challenge-
protocols are of particular interest because of their current roles as theesponse technology for providing authentication of user logins. The
inter-domain protocols maintaining the global Internet routing infras- cryptographic tools we will use to implement countermeasures to rout-
tructure. ing protocol vulnerabilities are primarily encryption and digital signa-
Routing protocols dynamically configure the packet forwarding tures. Given these cryptographic tools and the concepts from the ISA,
function in internets which allows for the continued delivery of pack- this paper presents a strategy for securing BGP using the following
ets in spite of changes in network topology and usage patterns. Thes@ethodology:
changes typically occur due to the ongoing introduction, failure, and . . . . i
repair of network links and routing nodes, which the protocols have 1+ Analyzing the protocol design to identify vulnerabilities and
been designed to accommodate. The compromise of the routing func-  threats.
tion in the global Internet can lead to the denial of network service, the 2. Identifying the security services needed to reduce or eliminate
disclosure or modification of sensitive routing information, or, via the the vulnerability.
reconfiguration of the logical routing structure in the Internet, the di-
version of network traffic possibly leading to the disclosure of network
traffic to an attacker or the inaccurate accounting of resource usage.

Current routing protocols contain few, if any mechanisms to provide  Section 2 states our assumptions, and goals for securing BGP. Sec-
for the security of their operation. Those that exist are incompletely tion 3 analyzes the security of BGP, and identifies its vulnerabilities
defined or are not implemented. Given the evolution of the global In- and the threats it is susceptible to. Section 4 presents our proposed

ternet to a commercial, production network infrastructure this state Ofstrategies and countermeasures for securing BGP. Section 5 reviews
affairs is clearly unacceptable. related work.

3. Designing the appropriate countermeasures to provide the needed
services.

0This work was supported in part by the Defense Advanced Research

Projects Agency (DARPA) under Grant F19628-96-C-0038. 2 Assu mptions of the BGP
Environment

There are four basic components in a BGP system: speakers, peers,
links, and border routers [20].

A BGP speakeis a host in the network that executes the BGP pro-
tocol. BGP peersare two BGP speakers that form a connection and
engage in a BGP dialog. A BGP peer is either an internal or external



peer, depending on whether it is in the same or a different AS as themay be subverted by compromising lower layer protocols in use on the
reference BGP speaker. The connections between BGP peers are calléidk in a manner that allows control of the channel. An example of
links, with internal and external links being defined similarly to inter- such an attack is the TCP session hijacking [8] attack.

nal and external peers. BGP links are formed using a reliable transport
protocol such as TCP. This eliminates the need to implement trans : ; ; ;
port services such as retransmissions, acknowledgments, and sequen e2 Deceptlon or DlsrUptlon of Routlng
numbers in the routing protocol. Messages

A border routeris a router with an interface to a physical network - .
shared with border routers in other autonomous systems. Similar tOThere are a number of vulnerabilities that allow a strategically placed

. : truder to fabricate, modify, replay, or delete routing information.
BGP speakers, border routers are either internal or external. Note tha{g:r S 21 ' . .
BGP speakers need not be border routers (or even routers of any kind ith these capabilities, an intruder can compromise the network in a

: : : ber of ways. The modification or fabrication of routing updates al-
It is possible that a non-routing host could serve as the BGP speake umoer : ; . -
gathering routing information from internal or other external routing fows an intruder to reconfigure the logical routing structure of an inter-

o : ; : : .2 _net, potentially resulting in the denial of network service, the disclosure
protocols, and advertising that information to internal and neighboring .~ - . : ’
external border routers. This feature is currently in use in the RouteOf network traffic, and the inaccurate accounting of network resource

Servers of the Routing Arbiter proiect [51. usage. The replay or deletion of routing updates blocks the evolution

We make the foIIO\?\/ing assSmpj)tion[s ]in designing security mecha- of subsets of the logical routing structure (in response to topological

nisms for BGP: or policy changes), or resets it to an earlier configuration with results
’ similar to above. Specific attacks include:

e The BGP version 4 protocol as defined in [20]. e Anintruder subverts an authorized BGP speaker.
e A BGP speaker can trust its internal peers. e An unauthorized BGP speaker establishes a BGP link with an
e A BGP speaker can trust information it receives from external authorized BGP speaker.
speakers only concerning links incident on the AS the external e A masquerading BGP speaker takes the role of an authorized
speaker belongs to. BGP speaker in the routing computation.
e Intruders have capabilities as described in Section 3.1. e Anintruder subverts a link through which BGP links pass.

e Key distribution is based on domain names, domain names can' he vulnerabilities these attacks exploit is the lack of access control,
be efficiently and securely determined given an IP address of aduthentication, and integrity of BGP message contents.
host, and the key distribution mechanism provides a controllable
:ggﬁisrgr;%tﬁt's-rhe DNS Security Extensions [4] might meet these3 3 Disclosure of Routing Messages
Itis relatively easy for an intruder to gain access to routing traffic. The
e information available from this traffic includes the appropriate next hop
3 BGP Threats and Vulnerabilities to reach a destination, and the path taken by traffic to different destina-
tions. The next hop information is available from other sources, such as
We now identify the threats to which BGP is susceptible, and the vul- monitoring authorized traffic to the desired destination for the next hop
nerabilities these threats exploit. We consider separately threats to th#é uses, and therefore cannot be protected solely by measures directed
flow of routing traffic and threats to the flow of data traffic that involve at the routing traffic. However, in some circumstances, the path used
portions of the routing infrastructure. to reach different destinations may be considered confidential. Specific
We describe attacks in terms of different classes of internet nodesattacks to obtain this path information include:
including: authorized BGP speakers, authorized BGP routers, and in- o An intruder subverts an authorized BGP speaker.
truders. Authorized BGP speakers are those nodes intended by the |, intruder subverts a link through which BGP links pass.

authoritative network administrator to perform as a BGP speaker. o ] ) o
The vulnerabilities these attacks exploit are the lack of confidentiality

of peer links, and the level of trust placed in BGP speakers.
3.1 Intruders P P P

We assume that an intruder can be located at any point in the networi3.4  Disclosure of Data Packets
through which all traffic of interest flows, and that the intruder has | ) ) . )
the capability to fabricate, replay, monitor, modify, or delete any of Itis relatively easy for an intruder to snoop or disclose data traffic. The
this traffic. Interpreting this description for a BGP environment, we Vulnerability exploited here is the lack of end-to-end or link encryption
identify the following four general classes of intruders: subverted BGP Services for data traffic. Being beyond the scope of our intended mod-
speakers, unauthorized BGP speakers, masquerading BGP Speakefggatlons to BGP, we will not address these possible countermeasures
and subverted links. further.
A subverted BGP speaker occurs when an authorized BGP speaker
is caused to violate the BGP protocols, or to inappropriately claim au-3 5§ Deception or Disruption of Data Packets
thority for network resources. This typically occurs due to bugs in the
BGP software, mistakes in the speaker's configuration, or by causing dt is relatively easy for an intruder to fabricate, modify, replay, or delete
BGP speaker to load unauthorized software or configuration informa-data packets. The effectiveness of these attacks at deceiving or disrupt-
tion, which can be achieved by many means, depending on the desiging the source and destination processes depends on the end-to-end
and configuration of the BGP speaker. protocols in use at the transport layer and above, and is not a routing
An unauthorized BGP speaker exists when a noded that is not auprotocol issue.
thorized as a BGP speaker manages to circumvent any access control However, the effectiveness of these attacks at deceiving the inter-
mechanisms in place, and establish a BGP link with an authorized BGPmediate routing nodes is not an end-to-end protocol issue. Counter-
speaker. How this is achieved depends on the design and configuratiomeasures to these vulnerabilities will depend on mechanisms in the
of existing access control mechanisms. network or lower layers of the protocol hierarchy. The appropriateness
A masquerading BGP speaker occurs when a node successfullyand effectiveness of end-to-end vs. link layer security measures is a
forges an authorized BGP speaker's identity. This can be accomplishetlindamental issue in the design of the Internet protocols [11, 21, 23].
using the IP spoofing [14] or source routing attacks. While in general these issues do not involve routing protocol mech-
There are a number of forms that a subverted link can take. Oneanisms, two exceptions include the ability to use multiple paths to a
is to gain access to the physical medium (e.g. coper or fiber opticsingle destination, and the inclusion of authentication and access con-
cable-plant, the “air-waves”, or the electronics used to access them) irtrol mechanisms in the packet forwarding function (e.g. [6]). We will
a manner that allows some control of the channel. In addition, a link not address these measures further in this paper.



4 BGP Security Countermeasures 4.1.3 UPDATE Sequence Number or Timestamp

The general outline of our proposed countermeasures is as follows: A sequence number is added to eadRDATEmessage to protect
against replay. AWPDATEmMessage with a sequence number equal
e Encrypt all BGP messages between peers using session keys exX0 Or less than that of a previously receivéBDATEmessage from the
changed at BGP link establishment time. This encryption pro- same BGP speaker is defined as invalid and dropped. Given the rec-

vides integrity and authenticity of all path attributes whose val- 0mmended value of BGPMinASOriginationinterval timer
ues are valid for at most one AS hop, and confidentiality of all (15 seconds) the sequence number can be relatively small and still be
routing exchanges. assured of not cycling. Setting this timer to as low as 8 seconds, and

) assuming a neWPDATH:s originated at the end of every interval, a
e Add a message sequence number to protect against replayed @bur octet sequence number would last for over 1000 years.

deleted messages. The main difficulty introduced by a sequence number is how to
e Add an UPDATEsequence number or timestamp to protect Maintain it in the context of arbitrary software and hardware failures.
against replayetlPDATEmessages. Techniques such as those proposed by Perlman in [18] could be used.

) o ] However, if cycling of the sequence number must be supported, the
e Add aPREDECESSOPath attribute indicating the AS prior to  following process can be used.
the destination AS for the current route. This allows the verifi-  £5ch BGP speaker maintains HPDATEMessage sequence num-
cation of the path information in a manner similar to that used in per database on a per BGP speakelomain name, public key pair
path-finding algorithms to detect loops [16]. basis. When the cycling of a sequence number approaches, a new

« Digitally sign all unchangingJPDATEfields whose values are public-key pair is generated. The key distribution mechanism and BGP
fixed on creation by the BGP speaker originating or most recently SPeaker are updated with the new key pair, and the spedkeDATE
aggregating the route. This provides for the integrity and authen- S€duence number is reset to zero. o
ticity of not only these fields, but also of the flAIS.PATH On detection of a change in the public key for an originating speaker,

the receiving speaker will add an entry tolitBDATEsequence number

The rest of this section presents a more detailed functional specifi-database for the new originating speakefomain name, public key

cation of these countermeasures, and an analysis of the effectiveness pgir with a sequence number of zero. It will continue to use the old

these countermeasures against the threats and vulnerabilities identifiesequence number entry until a sequence number failure occurs where

above. the digital signature validation succeeds using the new entry. At this
time the old entry is purged, and the conversion to a new sequence
number is complete. Further work is needed on a mechanism to load

4.1 Functional Overview of Countermeasures the database of a newly booted BGP speaker.

) ) ) Alternatively, a timestamp could be used. The main benefit of a

A number of the following countermeasures are, effectively, imple- timestamp would be the ease of administration provided by the well-

menting secure transport services not available from current transportiefined external reference for use in resetting lost state. The life of even

protocols. Specifically, the peer-to-peer encryption and peer-to-peel small timestamp, while not as dramatic as for sequence numbers, is

sequence number are providing corruption detection, sequencing, acstill significant; assuming a granularity as small as one second, a four

knowledgment, and retransmission mechanisms that are redundant tgctet timestamp still has a life of over 130 years.

those provided by TCP. They are required, however, due to the inse-

curity of the TCP mechanisms [3, 10]. These BGP countermeasures

would no longer be required if a secure network [1] or transport proto- 4.1.4 SecuréAS PATHALttribute with Predecessor
col [9] were used. Information

. To ensure the authenticity of th&S_PATH attribute we augment
4.1.1 Peer-to-Peer Encryption UPDATEmessages withBREDECESSO®tribute identifying the AS

Upon establishment of each BGP link, a session key is exchanged bﬁior to the destination AS for the current route. We call this AS the

the peers for use in encrypting each BGP message transmitted over th
link. One purpose of this encryption is to provide confidentiality of the
messages. The other purpose is to provide authenticity and integrity o
the KEEPALIVE andNOTIFICATION messages, and of some of the
path attributes carried idPDATEMessages.

A number of path attributes carried [WPDATEmessages are
modified in each AS they transit. These include tiEXTHOR
MULTI_EXIT _DISC, andLOCALPREFattributes. The use of peer-
to-peer encryption for authenticity and integrity of these path attributes
is based on two points: (a) the recipient of these path attributes receive
them from either the most recent modifier or via a single relay that is
an internal peer, and (b) our assumption that internal peers are truste
Given these, peer-to-peer encryption provides a high degree of securit
in an efficient manner. On detection of corrupted information the link
is terminated using BIOTIFICATION message.

edecessor to the destination AS. By including the predecessor infor-

ation, and a digital signature of this information calculated by the
riginating router (described in Section 4.1.5), the authenticity and in-
egrity of the complete path reported by a router to any destination can
be established by the router's neighbors in a manner similar to that
used to detect loops in path finding routing protocols. Specifically, this
can be done by means of a path traversal of the verified predecessor
information reported by the route.

This information is contained in the neRREDECESSORath
ttribute. This path attribute includes the following information:

e originating AS, which must be the same as the AS in the
LGGREGATO#aNd the first AS in the firsAS.SEQUENCEegment

f the AS_PATH path attribute, if these attributes exist; the prede-
essor AS which must be the same as the second AS in the first
AS_SEQUENCHf the AS PATHattribute, if it exists; the IP address of
the originating BGP speaker, which must be the same as the IP address
in the AGGREGATCO#tribute, if it exists; and aYPEfield which can

The ADDversion of thePREDECESSORtribute is generated by

A sequence number is added to each message; it is initialized to zerdhe speaker that originates thlPDATEmessage. This may either be
on establishment of a BGP link, and is incremented with each mes-the creator of an unaggregatePDATE or the last speaker to per-
sage. On detection of a skipped or repeated sequence number, the BGBrm an aggregation of the routing information in the curldRDATE
link is terminated with eNOTIFICATION message. The size of the The purpose of this form of the attribute is to identify the originating
sequence number is made large enough to minimize the chance of IBGP speaker whose key is used to digitally signti®DATE and to
cycling back to zero. However, in the event that it does, the link is ter- identify the destination and predecessor information in the absence of
minated and a new link is established, resetting the sequence numbekGGREGATO&d AS_ PATHattributes (see below regarding transit-
to zero and establishing a new session key. only UPDATE$



The DELETEversion of thePREDECESSOpath attribute serves UPDATE Message Digital Signature
the purpose of identifying a previously reported predecessor relation- Length
ship that is no longer valid. Possible reasons for this change include (Marker

T
the failure of an inter-AS link, or the termination of a transit traffic Length P
agreement. This segment type may be generated by either end of the | _ Message Sequence Number
deleted link; the originating AS field of tieREDECESSO®tribute ype ( UPDATE Sequence Nurmber )
specifies which BGP peer this was. Unfeasible Routes Length :

Due to the policy-based selection and propagation of routes in BGP, | .t awn routes [ Unfessible Rottes Le"gth]
it is possible that an AS could be used on a path to a destination Withdrawn Routes

while it is not reachable as a destination itself. To ensure propagation | Tota Peth Attribute Length

. h 3 . Tota Path Attribute Length
of predecessor information for such transit-only ASs to all potential ORIGIN

source ASs of transit traffic, ddPDATEmessage can be sent with a AS PATH ORIGIN
PREDECESSO®&tribute, the minimal required set of other attributes, = AS_PATH
and no NLRI information. NEXT_HOP NEXT_HOP

To detect when such transit-only predecessor information should be | muLTi_EXIT_DISC
transmitted, each BGP speaker must track what predecessor informa- | ocai prer
tion has been forwarded to each neighbor. When a route is selected for - LOCAL_PREF
propagation to a neighbor, any predecessor information implied by the | ATOMIC-AGGREGATE ATOMIC_AGGREGATE
route not already transmitted to the neighbor must be sent before the (AGGREGATOR AGGREGATOR
route itself is sent. How to handle any lack of predecessor information (Network Laver Reachablity Information )
by either the sender or receiver of @R DATHs a policy decision. id kd PREDECESSOR

This predecessor information is used by each node to, conceptually, [ Network Layer Reachability ,mormanon]
maintain apredecessor tablsimilar to the routing table used in path-
finding algorithms. Specifically, the predecessor table is a column vec-

MULTI_EXIT_DISC

tor containing the distance of the chosen path to each destination, and Standard UPDATE format Proposed UPDATE format
its corresponding predecessor and successor information. It is updated
as eaclPREDECESSO#tribute is processed. Figure 1: Proposed UPDATE Message Changes

The information maintained in the predecessor table is used to ver-
ify an AS_PATHattribute. Before a speaker selects a route for use, that
route' SAS_PATHattribute should be verified by a walk through the pre-
decessor table. The timing of this verification is not specified, being Disruption of Routing Messages: The message sequence number

influenced by the expected frequency of invali& PATHattributes, protects against the replay or deletion of BGP messages by sub-
expected load, and the performance requirements of the speaker. Op-  verted links. TheJPDATEmessage sequence number protects
tions for when to perform this verification include on receipt of the against the replay of thelPDATEmessage information listed
AS_PATH or on selection of the route for use. above by subverted speakers.
. . Disclosure of Routing MessagesThe encryption of BGP messages
4.1.5 UPDATE Message Digital Signature protects against the disclosure of routing messages by subverted
links.

To ensure the integrity and authenticity of the unchandiiRPATE
message information, it is digitally-signed by the originating BGP Threats and Vulnerabilities not Addressed:

speaker specified in tHRREDECESSOdtribute. Without protection, The deletion oUPDATEmessages by authorized BGP speakers.
trust of this information requires trust of BGP peers regarding infor- The disclosure of routing messages by authorized BGP speakers.
mation concerning links not incident on their AS. This is something These vulnerabilities are inherent in the need to trust BGP speak-
we explicitly do not do. By including th® REDECESSORtribute ers to accurately represent their routing policies, and to maintain
information in this signature we protect, in addition to the informa- confidentiality of routing information.

tion in the currenUPDATE the full path information contained in the . . .

predecessor table described above. Provision of access control to protect against masquerading BGP
The UPDATEmessage digital signature is stored in tlarker speakers is still dependent on implementation.

field of the header, and is calculated over the following fietWBDATE

sequence number, Unfeasible Route Length, Withdrawn Routes,

ORIGIN, ATOMICAGGREGATEAGGREGATORREDECESSQR 4.3 Performance Analysis

and the NLRI. This definition of the digital signature assumes that

these fields are only meaningful as a unit; that a change in one reThe cost of these countermeasures is in the space for the new sequence
quires the re-computation of them all. If the protocol evolves to where numbers and digital signatures, and the time for computing encryp-
this is not the case, and subsets of these attributes may be updated ifion and digital signatures, and verifying these protections. From the

dependently by different BGP speakers, additional sequence numbergerspective of the actions occuring in a BGP system, the costs are as
and associated digital signatures will be introduced. follows:

Figure 1 illustrates the proposed modifications usingWRDATE

message, which includes all proposed new fields, as a model. Message generation and reception: Spack:new field is added for

the peer-to-peer sequence numi@@me: The cost of a symmet-

4.2 Countermeasure Effectiveness ric key encryption and decryption of each message.
Referring back to Section 3, we now analyze the impact of each coundnitiation and reception of UPDATE messages: Spacé&he
termeasure on the identified threats. Marker field is used for th&JPDATENessage digital-signature.
) ) o ) EachUPDATEmMessage includes a ndWPDATEsequence num-
Deception of Routing MessagesThe digital ~ signa- ber andPREDECESSO®tribute. Time: The time to perform
ture protects against the fabrication and modification of With- the computation and verification of théPDATEmessage signa-
drawn RoutesORIGIN, AS _PATH, ATOMICAGGREGATE, ture.

AGGREGATORNd NLRI information in thaJPDATENessage

by subverted speakers. Peer-to-peer encryption protects againgtoute Selection: Time: The time to verify signatures for each link.
the fabrication or modification of BGP messages by subverted This cost will only be incurred twice for each used link: once for
links. the ADDand once for th®©ELETE
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Related Work

Kumar [12] analyzes the security requirements of network routing 6]
protocols, and discusses the general measures needed to secure tt{e
distance-vector and link-state routing protocol classes. He identifies
two sources of attacks: subverted routers, and subverted links. Since
attacks by subverted routers are seen as difficult to detect, and of lim- [7]
ited value to the intruder, Kumar focuses his attention on securing pro-
tocols from attacks by subverted links. For distance-vector protocols
this translates to the modification or replay of routing updates. The
specific countermeasures proposed by Kumar are neighbor-to-neighbor
digital signature of routing updates, the addition of sequence num- 8]
bers and timestamps to the updates, and the addition of acknowledg-
ments and retransmissions of routing updates. Kumar and Crowcroft
[13] perform a similar analysis of inter-domain protocols, and come
to similar conclusions as the previous paper for providing security of 9]
distance-vector related routing protocols (they specifically address the
path-vector routing protocol IDRP). The one addition they make is to [10]
encrypt neighbor-to-neighbor updates.

These results are similar to ours with the exception that we explicitly
assume the existence of subverted routers, and provide counterme

sures to protect against them. We feel this is important as BGP speak

(5]

fi1]

ers are potentially vulnerable to attacks from a number of sources, with
potentially catastrophic results from success.

Murphy [15] outlines a solution for securing distance-vector pro- [12]
tocols that involves including the information used to select a route,
signed by the neighbor it received it from, in the routing update it then
signs and transmits to its neighbors. She points out that this require
the validation of a number of nested signatures equal to the number
of routers in the path. This results in both update size and validation
computation time problems as the size of the network grows. Thesd14]
problems result, fundamentally, from the redundant signing of link in-
formation for paths that are supersets of paths used to reach destina-
tions traversed in the longer path. We avoid these problems by signinq15]
only the component link information, in the form of predecessors, and
performing a path traversal to validate full paths. This results in the
use of constant space, and significantly reduced computation time.

6

Concluding Remarks

23]

[16]

[17

In this paper we analyze the security weaknesses of the BGP protocol,
and identify a number of threats involving the deception, disruption,

and disclosure of routing message traffic. We propose countermea*

[18]

sures that eliminate or minimize most of these threats. The primary
innovation we introduce is the protection of the predecessor informa-
tion contained in thS_PATHattribute with a digital signature which

is used to verify full paths using techniques used in path-finding proto-
cols for detecting loops. Using these techniques we are able to Securpo]
full path information in constant space, and avoid the recursive protec-
tion mechanisms previously assumed necessary.

In summary, we show that it is possible to effectively and efficiently [21]
secure the BGP routing protocol. Our primary means to accomplish
this is the cryptographic protection of the predecessor information ex-
isting in the BGP protocol, and techniques developed in path-finding[22]
routing protocols [2, 16].
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