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Abstract

We analyzethesecurityrequirementsof distance-vector
routing protocols, identify their vulnerabilities, and pro-
posecountermeasures to thesevulnerabilities. The inno-
vationweproposeinvolvestheuseof mechanismsfromthe
path-findingclassof distance-vectorprotocolsasa solution
to the securityproblemsof distance-vectorprotocols. The
result is a proposalthat effectivelyand efficiently secures
distance-vectorprotocolsin constantspace.

1. Introduction

Routingprotocolsdynamicallyconfigurethepacket for-
wardingfunctionin internetswhichallowsfor thecontinued
delivery of packets in spite of changesin network topol-
ogy andusagepatterns.Thesechangestypically occurdue
to theongoingintroduction,failure,andrepairof network
links androutingnodes,which theprotocolshave beende-
signedto accommodate.The compromiseof the routing
function in an internetcan lead to the denial of network
service,the disclosureor modificationof sensitive routing
information,thedisclosureof network traffic, or theinaccu-
rateaccountingof network resourceusage.

Current routing protocolscontain few, if any, mecha-
nismsto provide for thesecurityof their operation.Those
that exist areoften incomplete. For example,the security
mechanismscurrentlydefinedfor BGP[15] andRIPv2 [8]
protectthe transmissionof routing messagesacrosslocal
networks;however, they donotprovideintegrity or authen-
ticity of theroutinginformationitselfasit traversesaninter-
net.Thesemechanismsrequiretrustof neighborsregarding
updatesdescribingthefull internetand,transitively, similar
trustof all routersin aninternet.Morerecenteffortsaread-
dressingboth thesecurityof routingmessagetransmission
andof the routing informationitself; however, they target
link-stateprotocols[11]. While this classof routing pro-

tocolshasthe advantageof a morestraightforwardmeans
of securingroutinginformationin amannerthateffectively
limits thescopeof trust,it alsoinvolvesconsiderablecom-
putationandspaceoverheadthatcompromisetheir usabil-
ity in large-scaleinternets.Giventheevolutionof theglobal
Internettoacommercial,productionnetwork infrastructure,
thisstateof affairsis clearlyunacceptable.

Perlmanhasdefinedtwo classesof network failures[14].
A simplefailure occurswhena nodeor a link in a network
becomesinoperative,andceasesto functionatall. A Byzan-
tine failure, definedin termsof the “Byzantine Generals
Problem”[7], occurswhennodesor links continueto op-
erate,but incorrectly. A nodewith a Byzantinefailuremay
corrupt,delay, or forgemessages,or may sendconflicting
messagesto differentnodes.Possiblecausesof Byzantine
failuresincludemis-configurednodes,softwarebugs,un-
usualhardwarefailure modes,andhostileattacks. In ad-
dition, shedefinesclassesof network robustness.Simple
robustnessis theresistanceto malfunctionscausedby sim-
ple failures.Byzantinerobustnessis theability to continue
correctoperationin the presenceof arbitrary nodeswith
Byzantinefailures.Modernroutingprotocolsaredesigned
to provide simplerobustness.In this context our goalsare
to provide:

� Byzantinerobustnessto faultsin non-routingnodesin
aninternet,

� ByzantineRobustnessto faults in routing nodescon-
cerninglinks not incidenton thosenodes,and

� simplerobustnessof all otherfaultsin routingnodes.

Section2 analyzesthe securityof distance-vectoralgo-
rithms,andidentifiestheir vulnerabilitiesandthethreatsto
whichthey aresusceptible.Section3 presentsourproposed
strategiesandcountermeasuresfor securingdistance-vector
routing algorithms. Section4 reviews relatedwork. Sec-
tion 5 presentsourconclusions.
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2. Vulnerabilities in distance-vector
protocols

The proposedInternetSecurityArchitecture(ISA) [16]
providesanarchitecturefor the inclusionof securityfacil-
ities in the designof protocolsto be usedin the Internet.
Fundamentalto theISA arefour concepts:

Vulnerability: A weaknessin asystem’ssecuritythatmay
beexploitedby anintruder.

Threat: A potentialviolation of security. Requiresan in-
truderwhohasthecapabilityto exploit anexistingvul-
nerability. Threatscanbe classifiedinto four general
categories. Disclosure is an event in which an entity
gainsaccessto datathattheentity is not authorizedto
receive. Deceptionis aneventthatresultsin anautho-
rizedentity receiving falsedataandbelieving it to be
true. Disruption is aneventthat interruptsor prevents
the correctoperationof systemservicesor functions.
And, usurpationis an event that resultsin control of
systemservicesor functionsby anunauthorizedentity.

Security Service: Vulnerabilities and threats are mini-
mizedor eliminatedthroughthe provision of six se-
curity services[13]. Confidentialityis the protection
of datasoit is notmadeavailableor disclosedto unau-
thorizedindividuals, entities,or processes.Integrity
is theprotectionof dataso that it is not alteredor de-
stroyedin anunauthorizedmanner. Authenticityis the
verificationof theidentity claimedby a systementity.
AccessControl is the protectionagainstunauthorized
useof systemresources.Non-Repudiationis thepro-
tectionagainstfalserepudiationof a communication.
Availability is theassurancethatresourcesareaccessi-
bleandusableupondemandby anauthorizedentity.

Countermeasure: A mechanismor featurethat provides
a securityservice. Examplesof countermeasuresin-
clude encryptionof network traffic to provide confi-
dentiality, andthe useof challenge-responsetechnol-
ogy for providing authenticationof userlogins. The
cryptographictools we will use to implementcoun-
termeasuresto routingprotocolvulnerabilitiesarepri-
marily encryptionanddigital signatures.

We now usetheseconceptsto developa solutionfor se-
curingdistance-vectorroutingprotocolsusingthefollowing
methodology:

1. Analyzetheprotocoldesignto identify vulnerabilities
andthreats.

2. Identify thesecurityservicesneededto reduceor elim-
inatethevulnerabilities.

3. Designtheappropriatecountermeasuresto providethe
neededservices.

We consideronly threatsto the flow of routing traffic,
anddonotaddressthreatsto theflow of datatraffic. Wede-
scribeattacksin termsof differentclassesof internetnodes,
including: authorizedrouters,and intruders. Authorized
routersare thosenodesintendedby the authoritative net-
work administratorto participatein the routingdialog and
computation,runningcorrectandbug-freecode,andusing
correctandbug-freeconfigurationinformation.

2.1. Intruders

We assumethatintruderscanpositionthemselvesatany
point in the network throughwhich all traffic of interest
flows, and that an intruderhasthe capability to fabricate,
replay, monitor, modify, or deleteany of this traffic. Inter-
pretingthisdescriptionfor a routingenvironment,we iden-
tify thefollowing generalclassesof intruders:

Masquerading routers: A masqueradingrouter occurs
whenanodesuccessfullyforgesanauthorizedrouter’s
identity. ThiscanbeaccomplishedusingtheIP spoof-
ing [9], or sourceroutingattacks.

Subverted routers: A subvertedrouteroccurswhenanau-
thorizedrouter is causedto violate the routing pro-
tocols, or to inappropriatelyclaim authority for net-
work resources.This typically occursdueto bugsin
the routing code,mistakesin the configurationinfor-
mation, or by causinga router to load unauthorized
softwareor configurationinformation. The specifics
of how this canoccurdependson thedesignandcon-
figurationof therouter.

Unauthorized routers: An unauthorizedroutercanoccur
whena nodeon an internetthat is not authorizedas
a router managesto circumvent any accesscontrol
mechanismsin place,andparticipatein theroutingdi-
alog andcomputation.How this is achieveddepends
onthedesignandconfigurationof existingaccesscon-
trol mechanisms.

Subverted links: A subvertedlink occurswhenanintruder
gainsaccessto the physicalmedium(e.g. copperor
fiberopticcable-plant,the“air-waves”,or theelectron-
ics usedto accessthem)in a mannerthatallows some
controlof thechannel.

2.2. Threats to routing information

Therearea numberof vulnerabilitiesthatallow a strate-
gicallyplacedintruderto fabricate,modify, replay, or delete
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routingtraffic. With thesecapabilitiesanintrudercancom-
promisethenetwork in anumberof ways.Themodification
or fabricationof routingupdatesallowsanintruderto recon-
figurethelogicalroutingstructureof aninternet,potentially
resultingin thedenialof network service,thedisclosureof
network traffic, and the inaccurateaccountingof network
resourceusage.The replayor deletionof routing updates
blockstheevolutionof subsetsof the logical routingstruc-
ture (in responseto topologicalor link cost changes),or
resetsit to an arbitraryearlierconfigurationwith potential
resultssimilar to above. The vulnerabilitiestheseattacks
exploit is thelack of accesscontrol,authentication,andin-
tegrity of routingmessages.

In addition,it is relatively easyfor anintruderto gainac-
cessto routingtraffic. Theinformationcarriedin this traffic
describesthenext hopto taketo reachadestination.Thisin-
formationis availablefrom othersources,suchasmonitor-
ing authorizedtraffic to thedesireddestinationfor thenext
hopit uses,andthereforecannotbeprotectedby measures
only involving the routing traffic. Additionally, in path-
finding protocols,the routing traffic includesinformation
describingthepathtakenby traffic to differentdestinations.
In somecircumstancesthis informationmaybeconsidered
confidential.Sincetheonly sourceof this informationis the
routingprotocol,it shouldbepossibleto protectwith mod-
ificationsto theroutingprotocolsonly. Thevulnerabilities
theseattacksexploit arethe lack of confidentialityof peer
links, andthelevel of trustplacedin routers.

3. Distance-Vector protocol security
countermeasures

Fundamentally, therearetwo classesof communication
occuringin routingprotocols:

� Communicationbetweenneighboringrouters, com-
posedof routing updatesfor destinationsthe sender
hasdeterminedare appropriateto forward to the re-
ceiver.

� Communicationbetweena given router and an arbi-
trarysetof remoterouters,dynamicallydeterminedby
routing decisions,composedof the fields of routing
updateswhichdescribea givendestination.

Correspondingly, we presenttwo classesof countermea-
sures,describedin termsof distance-vectoralgorithms:

� routingmessageprotectioncountermeasures,and

� routingupdateprotectioncountermeasures.

Figure1 showstheadditionalinformationusedbyourcoun-
termeasures,andFigure2 specifiestheproceduresusedto

Sequence Number
Digital Signature

Predecessor
Sequence Number
Digital Signature

Header

Updates

Update

Message Update Entry

Figure 1. Proposed Routing Message
Chang es

securea distance-vectorroutingprotocol.We makea num-
berof assumptionsin designingthesesecuritymechanisms
for distance-vectorprotocols.

� Weassumeintrudershavethecapabilitiesdescribedin
Section2.1.

� We assumethat a router can trust information it re-
ceivesfrom other routersonly concerninglinks inci-
denton theremoterouters.

� We assumeeachrouter is assigneda public-key pair
for usein digitally signingroutingmessages.

� We assumethat key distribution is basedon domain
names,andthat domainnamescanbe efficiently and
securelydeterminedgivenanIP addressof ahost.The
DomainNameSystemwith theproposedsecurityex-
tensions[4] mightmeettheserequirements.

3.1. Routing message protection
countermeasures

The following countermeasuresare effectively imple-
menting security servicesnot available from lower level
transportor network protocols. Specifically, the routing
messagedigital signatureand sequencenumbersare pro-
viding authenticationandintegrity servicesof routingmes-
sages,which composethefirst classof communicationde-
scribedabove. If theseserviceswere available from net-
work [1, 2] or transportlayerprotocols,thesemechanisms
wouldno longerbeneededin theroutingprotocols.
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A numberof datastructuresaredefinedfor usein thepseudo-codefor thedistance-vectoralgorithmsdefined
below.

Sequence Number ( �������	��
 ): Thesequencenumbermaintainedby eachrouter.

Sequence Number Table ( �
�	�� 
 ): The SequenceNumber table maintainedat node � containsthe

largestsequencevalueseenin a routing updatewith originatingspeaker
 for destinationnet-
work

�
.

Link-Cost Table ( � � ): The Link-Cost tablemaintainedat node � describesthe networksnode � is at-
tachedto. Eachentryincludesthefollowing information:

� ���� the costof the link to the attachednetwork � . The costof a failed link or a link to a
failednetworkis infinity.� 
���� �� � a booleanindicatingwhetherthis entryhasbeenmodified.

Distance Table ( ��� � ): TheDistanceTableat speaker� is a matrixcontaining,for eachdestinationnet-
work

�
andneighboringspeaker� , thefollowing informationregardingtheroutereportedby � :

� �� � � distancefrom � to
�

.

� �� � � predecessornetwork.

� � �� � � updatesequencenumber.

� � �� � � identifierof theoriginatingspeaker.

������ � � digital signatureof the destination,predecessor, andsequencenumberinformation

ascomputedby
�

.

Routing Table ( � � � ): The Routing Table at speaker� is a column vector of entriesfor eachknown
destinationnetwork

�
whichspecifythefollowingregardingtherouteschosenby � :

� �� � distancefrom � to
�

.

� �� � predecessornetwork.

� �� � successorspeaker.

� � �� � updatesequencenumber.

� � �� � identifierof theoriginatingspeaker.

��� �� � digital signatureof thedestination,predecessor, andsequencenumberinformationas

computedby
�

.

� �!
����"�� � a booleanindicatingwhetherthis entryhasbeenmodified.

Update Message ( # � ): Eachupdate,# � , from receivedby speaker� from neighboringspeaker� is a
columnvectorof updateentrieswith thefollowing fields:

� � destination.

#$� �� � distancefrom � to
�

.

� � �� � predecessornetwork.

�%� � �� � updatesequencenumber.

� � � �� � identifierof theoriginatingspeaker.

�%��� �� � digital signatureof thedestination,predecessor, andsequencenumberinformation

computedby
�

.

In additiona numberof routinesarecalledin thepseudo-code,but notdefined.

DigSig(
��& � & � � ) ' : This routinereturnsthedigital signatureof thedestinationnetwork

�
, predecessor

router� , andsequenceinformation � � usingthekey specifiedby ' . Thespecificdigital signature
algorithmuseddependson thespecificsof theparticularimplementation.

DTPred( � &(��& � & � ): This routinefinds the predecessor, � , on the path from speaker� to destination
network

�
asreportedby neighboringspeaker� asrecordedin theDistanceTable.Thespecifics

of how this is donedependon theparticularimplementation.

SelectRoute( � &(� ): This routinepicksthepreferredroutefrom speaker� to destinationnetwork
�

among
theavailablerouteswith thehighestsequencenumber. Thespecificsof how this decisionis made
dependson theparticularimplementation.

Network( ' ): This routinereturnstheattachednetworkfrom � � that is sharedwith neighboringspeaker' .

TransmitUpdate( � & # ): This routinetransmitstheupdate# to neighbor� .

procedure LinkChange( � & � &() )
when router � detectsa changeof its link to network � to cost

)
begin� ��+* )

;� 
���� �� * TRUE;
call UpdateRT( � );

end

procedure ReceiveUpdate( # � )
when router � receivesanupdate# � from router � ; assume# � containsupdatesin orderof dependency
begin

for each updateentry(
��& # � �� & � � �� & �%� � �� & � � � �� & �%��� �� ) in # � do

begin

if ValidateUpdate(� &,��& � & � � �� & �%� � �� & � � � �� & �%��� �� )

then begin�-�� � * # � ��!. � �� � * � � ��!. � � �� � * �%� � ��/. � �"�� � * � � � �� ;���0�� � * �%��� ��/. �1�	���& � � � � � * �%� � ��/.
end
else error “Invalid Update”

end
call UpdateRT( � );

end

/* Validatetheupdatefor destination
�

receivedby � from neighbor� . */
/* Specificallyverify sequencenumber, updateentrydigital signature,andthepathfrom

�
. */

function ValidateUpdate( � &2��& � & � & � � & � � & ��� ) � boolean;
begin

if ( � �43 �
� ���& � � ) then return FALSE;

if ( ���657 DigSig(
��& � & � � ) � � ) then return FALSE;

repeat� * DTPred(� &,��& � & � );
until ( 8 � 7 FAIL 9:��;<8 � � � � � 9 );return ( � � � � � );end

procedure UpdateRT( � )
begin

for each destination
�

in ���!� do
begin

( � �� ' & � �� ' & � � �� ' & � � �� ' & ��� �� ' ) * SelectRoute(� &,� );
if ( 8=�>�� 57 �-�� ' 9:��;<8?�0�� 57 ' 9@��;!8=������ 57 ���0�� ' 9 )
then begin� �� * � �� '�A � � �6��BDC$��;"�@8 ' 9 ; � �� * ' ; � �� * � �� ' ; � � �� * � � �� ' ;

� �"�� * � �"�� ' ; ������ * ������ ' ; �$�!
����"�� * TRUE;

end
end
call SendUpdates(� );

end

procedure SendUpdates( � )
begin

for each destination
�

in �$� � where �$�!
E��� �� 7 TRUE do

begin# BF
 � * # BD
 �HG (
��& �-�� & � �� & � � �� & � ���� & ���0�� );� �<
���� �� * FALSE;

end
for each attachednetwork

�
in � � do

call TransmitUpdate(# BF
 � );� � * �������	��
 . �������	��
 * �������	��
 AJI .
for each attachednetwork

�
in � � where

� 
E������ 7 TRUE do

begin
for each attachednetwork � in � � where� 57 � do

call TransmitUpdate(� , (
��&0� �� & � & � � & � & DigSig(

��& � & � � ) � ));� 
����"�� * FALSE;

end
end

Figure 2. Pseudo-code for Generic Secure Distance-V ector Processing
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Routing message sequence number. A sequencenumber
is includedin eachroutingmessage.Thissequencenumber
is initialized to zeroon theinitialization of a newly booted
router, and is incrementedwith eachmessage.On detec-
tion of a skippedor repeatedsequencenumbera resetof
the sessionis forcedby the re-initializationof the routing
process.The sizeof this sequencenumberis madelarge
enoughto minimizethechanceof it’s cycling backto zero.
However, in theeventthatit does,thesessionis resetby the
re-initializationof theroutingprocess.

Routing message digital signature. Eachrouting mes-
sageis digitally signedby thesender. Thisprovidesauthen-
ticity andsomedegreeof integrity (protectionfrommessage
modification,but not from replay)of theroutingdialog.On
detectionof corruption,themessageis dropped.

3.2. Routing update protection
countermeasures

The countermeasurespresentedin this sectionprotect
communicationbetweena givenrouteranda setof remote
routers,composedof routingupdatefieldssetby theorig-
inating router that describea specificdestination. These
countermeasuresprovide authenticityand integrity of this
communication;confidentialityof this communicationis
pointlessas the potentialrecipientsincludeall authorized
routersin aninternet.

Add sequence information to updates. Sequenceinfor-
mation is addedto eachupdateto protectagainstthe re-
playof old routinginformation.Thissequenceinformation
canbe in the form of a sequencenumberor a timestamp.
New sequenceinformationis generatedfor eachrouteout-
put from theroutingselectionprocess.While a numberof
updatesmaybegeneratedfor eachroute(onemessageper
peerof theoriginatingspeaker),only onesequencenumber
or timestampis usedfor all of them.This is necessaryasa
remotespeaker mayreceive thesamerouteasa numberof
updates,eachdescribingthesamedestinationbut represent-
ing differentpaths;all of theseupdatesmustbeconsidered
valid. This impliesthatupdatesfor agivendestinationmust
beconsideredvalid if their sequenceinformationis greater
thanor equalto thecurrentsequenceinformation.Notethat
sequenceinformationmustbemaintainedandvalidatedon
aperrouterbasis.An invalid updateis silentlydropped.

Add predecessor information to updates. A routing-
tableupdateof a distance-vectorrouting protocolconsists
of oneor multipleentries,eachspecifyingadestinationand
a distanceto the destination.1 To verify the integrity and

1In RIPv2,thesuccessorto thedestinationis alsoincluded.

authenticityof a given updateentry, the routerprocessing
the updatemustmake surethat the distanceto a destina-
tion reportedin theupdateentrycorrespondsto a paththat
is valid and authenticfor eachof its hops. By including
the informationaboutthesecond-to-lasthop(predecessor)
in thepathto a destination,thevalidity andintegrity of the
entirepathfrom therouterverifying theupdateto thedesti-
nationcanby verifiediterativelyusinginformationreported
by theroutersdirectlyadjacentto thedestinationandrouters
immediatelyadjacentto eachintermediatehopin thepath.
Themethodusedto accomplishthiswithoutincludingcom-
pletepath informationis basedon the path-traversaltech-
niqueof path-findingalgorithms.

Path-findingalgorithmsare distance-vector routing al-
gorithms which perform route computation on a per-
destinationnetwork basis.They maintaininformationabout
thenext-to-lastnetwork alongwith thedistanceinformation
fromeachneighborto everydestinationin theinternet.This
informationalongwith thenext hop(successor)toeachdes-
tination is usedto computeloop-freepathsto all destina-
tions. Usingtheinformationaboutthenext-to-lastnetwork
(predecessor),an implicit path to a destinationcanbe in-
ferredand thus routing loopscan be detected.Path find-
ing algorithmstherebyeliminatethewell known counting-
to-infinity problemof DBF [3]. Eachdistanceandrouting
tableentry is associatedwith the predecessorinformation.
Thedesignof thepath-findingalgorithmis suchthatat all
times,thedistanceandroutingtableentriessatisfythefol-
lowing property:

Thepath implicit in a distanceentry fromrouterK
to destinationL througha neighborM , NPOQ=R , with

associatedpredecessorS�OQ=RUT S , is the path im-
plicit tonetworkS , NPOQ2V , augmentedbylink W�S�X�LZY .

If eachcolumnin thedistanceandroutingtablesof arouter
satisfiesthis propertyat all times, then it can be usedto
maintainsimplepathsto destinations.

Figure3 illustratesthe pathtraversalusingpredecessor
information. Let [Z\ and [/] be the routers,and ^_\ –̂E` be
the networks in an internet. The figure shows the routing
tableentriesat node [Z\ . A routing table is a vectorwith
eachentryspecifyingthedestinationL , currentshortestdis-
tanceN QR , successora QR andthepredecessorb QR . Infinite dis-
tanceis representedas c andnull pathby *. Let node [Z\
wantto determineif a network ^E` is in theshortestpathto
destination̂�d . Node [$\ startsthe tracefrom theentry for
destination̂�d (Figure3(a))andfinds that the predecessor
to ^�d is network ^�e . Subsequently, ^_\ walks throughthe
predecessorsof its pathto ^�e and ^f] until it reachesthedi-
rectlyconnectednetwork ^_\ (Figure3(d)). Fromthis,node
[Z\ determineŝE` is not in thepathfrom [Z\ to ^�d (not en-
counteredduring the trace).Thesequenceof predecessors
encounteredduringsucha tracerepresentsa pathfrom ^_\
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Figure 3. Path Traversal using Predecessor Information

to ^�d . This is referredto as the implicit path or the path
extractedfrom thepredecessornetwork information.

Eachnoderunningthepath-findingalgorithmmaintains
a distancetable, a routing tableanda link-costtable. The
distancetableat node

K
is a matrix containingthedistance

andthe predecessorentriesfor all destinationsthroughall
its neighbors.Theroutingtableis a columnvectorof min-
imum distanceto eachdestinationand its corresponding
predecessorand successorinformation. The link-cost ta-
ble lists thecostof eachlink adjacentto thenode.Thecost
of a failedlink is consideredto beinfinity.

Updatemessagesare exchangedbetweenneighborsto
updatethe routing information. An updatemessagecon-
tains the sourcenodeand the destinationnetwork identi-
fiers,andthedistanceandpredecessorinformationfor one
or more destinations. The working of algorithmsof this
type is describedby Murthy andGarcia-Luna-Aceves[12,
5].

To securedistance-vectorprotocolswe includethe pre-
decessorinformationdefinedabove in eachupdate.Using
this informationwe thenperforma pathtraversalfor each
selectedroute, verifying the integrity of the path and the
distancereportedfor theroute.

Digitally sign updates. To ensuretheauthenticityandin-
tegrity of theinformationusedabove,theoriginatingrouter
digitally signstheunchangingfieldsof eachupdateit gen-
erates.Specifically, thedigital signaturecoversthedestina-
tion,predecessor, andsequenceinformationfields.Thedis-
tancefield of theupdateis not includedbecauseit changes
asit propagatesthroughthenetwork. In addition,to allow
receiving routersto validatethesignature,anIP addressof
theoriginatingroutermustbeaddedto eachupdate.These
signaturesareusedto validateacandidatepathto adestina-
tion beforethatpathis selectedfor use.Thispathvalidation
is performedsimilarly to the loop-detectionpathtraversal
specifiedby thepath-findingalgorithm,exceptthat theup-

datecorrespondingto eachhopis validatedusingthedigital
signature.

3.3. Countermeasure effectiveness

We now analyzethe impactof eachcountermeasureon
the threatsdescribedin Section2. In the following we as-
sumethe digital signaturecountermeasureincludesfacili-
tiesfor secureauthenticationandaccesscontrol.

In broadterms,themessageprotectioncountermeasures
provide protectionagainstall nodeswhich lack the neces-
sarycryptographickeys, specificallyunauthorizedrouters,
masqueradingrouters,andsubvertedlinks. Thedigital sig-
natureof routingmessagesprotectsthemfrom fabrication,
modification,anddisclosureby theseclassesof intruders.
Theadditionof asequencenumberto routingmessagespro-
tectsthemfrom replayor deletionby theseintruders.

Similarly, the updateprotectioncountermeasurespro-
vide protection against the compromiseof those nodes
thatdo have thecryptographickeys, specificallysubverted
routers.Thedigital signatureof eachupdateprotectsthem
from fabricationor modificationby subvertedrouters.The
addition of a sequencenumber to each updateprotects
againstreplayby a subvertedrouter. The additionof pre-
decessorinformation to eachupdateprovidesa meansof
validatingalink in theinternet,whichcanthenbeusedwith
theroutingtableto validatetheimplicit pathof anroute.

There were a few vulnerabilitieswe did not address.
Specifically, a subvertedrouteris still ableto fabricatedes-
tination information, deleterouting updates,and disclose
routing information. The fabricationof destinationinfor-
mationrequiresoperationalchangesin additionto protocol
changesto protectagainst;for exampleit couldberequired
that a routing authority sign destinationinformation with
thenameof theoriginatingrouterto allow recipientsto ver-
ify that the originatingrouter is connectedto the destina-
tion. Vulnerabilityto thedeletionanddisclosureof routing

6 of 8



updatesis inherentin therequirementsof routingprotocols
to trust routersin their handlingof routing updates. It is
likely, dueto thehighdegreeof connectivity in mostopera-
tional internets,that thedeletionof routingupdateswill be
atworstineffectivein cuttingoff accessto destinations,and
atbestdetectablethroughthecorrelationof receivedrouting
information.Furtherresearchis neededinto thepossibility
of detectingsuchintrusions.

In addition, it is still possiblefor any classof intruder
to discloserouting information. Due to the multicastna-
tureof theseprotocolswe areunableto addressthe threat
of thedisclosureof routingmessagesin anefficientmanner.
To providethisprotectionwould requirereplacingtherout-
ing messagedigital signaturewith encryptionof therouting
message.However, sinceeachmessageis received by a
numberof routersthis would requiresendingout a copy of
eachupdateencryptedfor eachrecipientrouter. This re-
quiresa significantchangein the protocol, and invokesa
significantadditionalcostin both traffic andCPUtime for
theencryptions.Furtherresearchis neededin thisarea.

3.4. Cost analysis

Thecostsfor thesecountermeasuresarein thespacefor
new fields, in time for computingthe new fields, and in
timefor performingthepath-traversal.Following is arough
summaryof thesecosts. In this summarythe assumptions
aremadethatdigital signaturesare128 bits, andthata 32
bit timestampprovidesanadequatelifetime for key changes
in routers.

Space per message: Eachroutingmessagegrowsby a128
bit digital signature,and a 32 bit timestamp. This
is comparableto securitymechanismscurrentlypro-
posedfor someprotocols(e.g.,RIPv2).

Space per update: Eachrouting updateentry grows by a
128bit digital signature,a 32 bit timestamp,anda 64
bit predecessorfield (assumingIPv4 IP addressesplus
anetwork mask).

Time per message: A digital signaturemustbecomputed
oncefor eachrouting messagegeneratedby a router,
andverifiedonceperreceiving router.

Time per update: Thepredecessorfield of anupdatedif-
fers for eachinterfaceof the originating router it is
sentover. Therefore,thedigital signatureof anupdate
mustbe computedoncefor eachlink of the originat-
ing router. Conversely, eachupdatedigital signature
is verified onceby eachrouter which selectsone or
morerouteswhoseimplicit pathsincludethelink rep-
resentedby theupdate.

Time per destination: Eachselectionof a new path to a
destinationrequiresa path-traversal. The frequency
suchchangesis dependenton network topology and
link changeevents. However, as has beendemon-
stratedby Garcia-Luna-AcevesandMurthy, efficient
pathtraversalalgorithmsaddminimaloverhead[5].

Notethatall of thevalidationactions,which will likely ac-
countfor a largeshareof thesecosts,canbedoneon a sta-
tisticalbasisto containtimecosts.

4. Related work

Kumar [6] analyzesthe security requirementsof net-
work routingprotocols,anddiscussesthegeneralmeasures
neededto securethedistance-vectorandlink-staterouting
protocolclasses.He identifiestwo sourcesof attacks:sub-
vertedrouters,andsubvertedlinks. Sinceattacksby sub-
vertedroutersareseenasdifficult to detect,andof limited
valueto the intruder, he focuseshis attentionon securing
protocolsfrom attacksby subvertedlinks. For distance-
vector protocolsthis translatesto the modificationor re-
play of routing updates.The specificcountermeasureshe
proposesareneighbor-to-neighbordigital signatureof rout-
ing updates,the additionof sequencenumbersandtimes-
tampsto theupdates,andtheadditionof acknowledgments
andretransmissionsof routing updates.Theseresultsare
similar to ourswith theexceptionthatweexplicitly assume
theexistenceof subvertedrouters,andprovidecountermea-
suresto protectagainstthem. We feel this is importantas
routersarepotentiallyvulnerableto attacksfrom a number
of sources,with potentiallycatastrophicresultsfrom suc-
cess.

Murphy [10] outlinesa solution for securingdistance-
vector protocols that involves including the information
usedto selecta route, signedby the neighborit received
it from, in the routing updateit then signsand transmits
to its neighbors.Shepointsout that this requiresthe val-
idationof a numbernestedsignaturesequalto thenumber
of routersin thepath. This resultsin bothupdatesizeand
validationcomputationtimeproblemsasthesizeof thenet-
work grows. Theseproblemsresult, fundamentally, from
theredundantsigningof link informationfor pathsthatare
supersetsof pathsusedto reachdestinationstraversedin
the longerpath. We avoid theseproblemsby signingonly
the componentlink information, in the form of predeces-
sors,andperforminga pathtraversalto validatefull paths.
This resultsin the useof constantspace,andsignificantly
reducedcomputationtime.

Smith andGarcia-Luna-Aceves[17] have analyzedthe
BorderGateway RoutingProtocol(BGP)in a mannersim-
ilar to theanalysispresentedhere.BGPis a memberof the
path-vectorclassof routingprotocols,whichcarryfull path
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informationin theroutingupdatesto allow loop detection,
andtheuseof non-uniformrouteselectionmetrics.Theso-
lutionsdevelopedfor BGParesimilar to theonespresented
herein thatthey usethecryptographicprotectionof thefirst
hopinformationin thepathby thedestination(originating)
router.

5. Concluding remarks

We haveanalyzedthesecurityrequirementsof distance-
vectorroutingprotocols.Vulnerabilitieswerefound in the
theseprotocolsthat could potentially result in the decep-
tion or disruptionof the routecomputation,or the disclo-
sureof routinginformation.We presentedcountermeasures
for theseprotocolsthat eliminatedor minimized most of
thesevulnerabilities.Wepresentedmeasures,similar to ex-
isting proposals,that protectrouting transmissionsacross
localnetworksfrom themasqueradingrouter, unauthorized
router, andsubvertedlink classesof intruders.In addition,
we proposeda new classof protectionmechanisms,based
on theuseof predecessorinformation,thatprotectsrouting
updatesasthey traverseaninternetfrom subvertedrouters;
thesemechanismseffectively limit thescopeof trustof re-
moteroutersto informationregardinglinks incidenton the
remoterouter.

We did not addressthevulnerabilitiesinvolving misrep-
resentationby a router of its direct environment,and the
disclosureof routinginformation.Theformerweseeasbe-
yondthescopeof usualroutingprotocolfunctionality. The
latteris resolvable,but ataninappropriatecostfor thetarget
environments.

In summary, weshow thatit is possibleto effectivelyand
efficiently securedistance-vectorprotocols.Weaccomplish
thisusingthepredecessorinformationspecifiedin thepath-
findingclassof distance-vectorprotocols.
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