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Abstract

We analyzethe securityrequirrmentf distance-vector
routing protocols, identify their vulneabilities, and pro-
posecountermeas@s to thesevulnembilities. Theinno-
vationwe proposeinvolvesthe useof medanismsromthe
path-findingclassof distance-vectoprotocolsasa solution
to the securityproblemsof distance-vectoprotocols. The
resultis a proposalthat effectivelyand efficiently secues
distance-vectoprotocolsin constantspace

1. Introduction

Routingprotocolsdynamicallyconfigurethe paclet for-
wardingfunctionin internetswvhichallowsfor thecontinued
delivery of pacletsin spite of changesn network topol-
ogy andusagepatterns.Thesechangegypically occurdue
to the ongoingintroduction,failure, andrepairof network
links androutingnodeswhich the protocolshave beende-
signedto accommodate.The compromiseof the routing
function in an internetcan lead to the denial of network
service,the disclosureor modificationof sensitve routing
information,thedisclosureof network traffic, or theinaccu-
rateaccountingdf network resourcausage.

Currentrouting protocolscontainfew, if ary, mecha-
nismsto provide for the securityof their operation.Those
that exist are often incomplete. For example,the security
mechanismgurrently definedfor BGP[19 andRIPv2 [8]
protectthe transmissiorof routing messagesicrosslocal
networks; however, they do not provide integrity or authen-
ticity of theroutinginformationitself asit traversesninter-
net. Thesemechanismsequiretrustof neighborgegarding
updateslescribinghefull internetand,transitively, similar
trustof all routersin aninternet.More recentefforts aread-
dressingboththe securityof routingmessagéransmission
and of the routing informationitself; however, they target
link-stateprotocols[11]. While this classof routing pro-
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tocolshasthe advantageof a more straightforvard means
of securingoutinginformationin a mannetthateffectively
limits the scopeof trust, it alsoinvolvesconsiderableom-
putationand spaceoverheadhat compromisetheir usabil-
ity in large-scalénternets Giventheevolution of theglobal
Internetto acommercialproductiometwork infrastructure,
this stateof affairsis clearlyunacceptable.

Perlmarhasdefinedwo classe®f network failures[14].
A simplefailure occurswhenanodeor alink in a network
becomesnoperatve,andceaseso functionatall. A Byzan-
tine failure, definedin termsof the “Byzantine Generals
Problem”[7], occurswhennodesor links continueto op-
eratebut incorrectly A nodewith a Byzantinefailure may
corrupt,delay or forge messagesyr may sendconflicting
message®o differentnodes. Possiblecausef Byzantine
failuresinclude mis-configuredhodes,software bugs, un-
usualhardware failure modes,and hostile attacks. In ad-
dition, shedefinesclassef network robustness.Simple
robustnesss the resistanceo malfunctionscausedy sim-
ple failures. Byzantinerobustnesss the ability to continue
correctoperationin the presenceof arbitrary nodeswith
Byzantinefailures. Modernrouting protocolsare designed
to provide simplerobustness.n this contect our goalsare
to provide:

e Byzantinerobustnesso faultsin non-routingnodesin
aninternet,

e ByzantineRohlustnesgo faultsin routing nodescon-
cerninglinks notincidentonthosenodesand

¢ simplerobustnes®f all otherfaultsin routingnodes.

Section2 analyzeghe securityof distance-ectoralgo-
rithms, andidentifiestheir vulnerabilitiesandthe threatsto
whichthey aresusceptibleSection3 present®urproposed
stratgiesandcountermeasurder securingdistance-ector
routing algorithms. Section4 reviews relatedwork. Sec-
tion 5 present®ur conclusions.



2. Vulnerabilitiesin distance-vector
protocols

The proposednternetSecurityArchitecture(ISA) [16]
providesan architecturdor the inclusionof securityfacil-
ities in the designof protocolsto be usedin the Internet.
Fundamentatio the ISA arefour concepts:

Vulnerability: A weaknesi asystems securitythatmay
be exploitedby anintruder

Threat: A potentialviolation of security Requiresanin-
truderwho hasthecapabilityto exploit anexistingvul-
nerability Threatscanbe classifiedinto four general
catgyories. Disclosue is an eventin which an entity
gainsaccesgo datathatthe entity is not authorizedo
recevve. Deceptionis aneventthatresultsin anautho-
rized entity receving falsedataandbelieving it to be
true. Disruptionis an eventthatinterruptsor prevents
the correctoperationof systemservicesor functions.
And, usurpationis an eventthatresultsin control of
systenserviceor functionsby anunauthorizentity.

Security Service: Vulnerabilities and threats are mini-
mized or eliminatedthroughthe provision of six se-
curity serviceg[13]. Confidentialityis the protection
of datasoit is notmadeavailableor disclosedo unau-
thorizedindividuals, entities, or processes.Integrity
is the protectionof datasothatit is not alteredor de-
stroyedin anunauthorizednanner Authenticityis the
verificationof theidentity claimedby a systementity.
AccesgContml is the protectionagainstunauthorized
useof systemresourcesNon-Repudiatioris the pro-
tectionagainstfalserepudiationof a communication.
Availability is theassurancéhatresourcesireaccessi-
ble andusableupondemandy anauthorizecentity.

Countermeasure: A mechanisnor featurethat provides
a securityservice. Examplesof countermeasures-
clude encryptionof network traffic to provide confi-
dentiality, andthe useof challenge-respongechnol-
ogy for providing authenticatiorof userlogins. The
cryptographictools we will useto implementcoun-
termeasure® routingprotocolvulnerabilitiesarepri-
marily encryptionanddigital signatures.

We now usetheseconceptdo developa solutionfor se-
curingdistance-ectorroutingprotocolsusingthefollowing
methodology:

1. Analyzethe protocoldesignto identify vulnerabilities
andthreats.

2. ldentify thesecurityservicesieededo reduceor elim-
inatethevulnerabilities.

3. Designtheappropriatecountermeasurde providethe
neededservices.

We consideronly threatsto the flow of routing traffic,
anddo notaddresshreatgo theflow of datatraffic. We de-
scribeattackdn termsof differentclasse®f internetnodes,
including: authorizedrouters,and intruders. Authorized
routersare thosenodesintendedby the authoritatve net-
work administratoito participatein the routing dialog and
computationyunningcorrectandbug-freecode,andusing
correctandbug-freeconfigurationnformation.

2.1. Intruders

We assumehatintruderscanpositionthemselesat ary
point in the network throughwhich all traffic of interest
flows, andthat an intruder hasthe capability to fabricate,
replay monitor, modify, or deleteary of this traffic. Inter-
pretingthis descriptiorfor aroutingervironment,we iden-
tify thefollowing generaklasse®f intruders:

Masquerading routers: A masqueradingrouter occurs
whenanodesuccessfullforgesanauthorizedouters
identity. This canbeaccomplishedisingthe IP spoof-
ing [9], or sourceroutingattacks.

Subverted routers: A subvertedrouteroccurswhenanau-
thorizedrouter is causedto violate the routing pro-
tocols, or to inappropriatelyclaim authority for net-
work resources.This typically occursdueto bugsin
the routing code, mistalesin the configurationinfor-
mation, or by causinga routerto load unauthorized
software or configurationinformation. The specifics
of how this canoccurdepend®n the designandcon-
figurationof therouter

Unauthorized routers. An unauthorizedoutercanoccur
whena nodeon an internetthat is not authorizedas
a router manageso circumwent ary accesscontrol
mechanism place,andparticipatein theroutingdi-
alog andcomputation.How this is achieved depends
onthedesignandconfiguratiorof existingaccesson-
trol mechanisms.

Subverted links: A subvertedink occursvhenanintruder
gainsaccesdo the physicalmedium(e.g. copperor
fiberopticcable-plantthe“air-waves”,or theelectron-
ics usedto accesshem)in a mannerthatallows some
controlof thechannel.

2.2. Threatsto routing information

Therearea numberof vulnerabilitiesthatallow a strate-
gically placedintruderto fabricate modify, replay or delete
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routingtraffic. With thesecapabilitiesanintrudercancom-
promisethenetwork in anumberof ways. Themodification
or fabricationof routingupdatesllows anintruderto recon-
figurethelogicalroutingstructureof aninternet potentially
resultingin the denialof network service the disclosureof
network traffic, andthe inaccurateaccountingof network
resourceusage. The replay or deletionof routing updates
blocksthe evolution of subset®f the logical routing struc-
ture (in responseo topologicalor link costchanges)or
resetdt to anarbitraryearlierconfigurationwith potential
resultssimilar to above. The vulnerabilitiestheseattacks
exploit is thelack of accessontrol,authenticationandin-
tegrity of routingmessages.

In addition,it is relatively easyfor anintruderto gainac-
cesdo routingtraffic. Theinformationcarriedin thistraffic
describeshenext hopto taketo reachadestination Thisin-
formationis availablefrom othersourcessuchasmonitor
ing authorizedraffic to the desireddestinatiorfor the next
hopit uses,andthereforecannotbe protectedby measures
only involving the routing traffic. Additionally, in path-
finding protocols,the routing traffic includesinformation
describinghe pathtakenby traffic to differentdestinations.
In somecircumstancethis informationmay be considered
confidential.Sincetheonly sourceof thisinformationis the
routing protocol,it shouldbe possibleto protectwith mod-
ificationsto the routing protocolsonly. Thevulnerabilities
theseattacksexploit arethe lack of confidentialityof peer
links, andthelevel of trustplacedin routers.

3. Distance-Vector protocol security
counter measures

Fundamentallytherearetwo classe®f communication
occuringin routingprotocols:

e Communicationbetweenneighboringrouters, com-
posedof routing updatesfor destinationghe sender
hasdeterminedare appropriateto forward to the re-
ceier.

¢ Communicationbetweena given router and an arbi-
trary setof remoterouters dynamicallydeterminedy
routing decisions,composedf the fields of routing
updatesvhich describea givendestination.

Correspondinglywe presenttwo classesof countermea-
suresgdescribedn termsof distance-ectoralgorithms:

e routingmessag@rotectioncountermeasureand

e routingupdateprotectioncountermeasures.

Figurel shavstheadditionalinformationusedby ourcoun-
termeasuresandFigure 2 specifieshe proceduresisedto
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securea distance-ectorrouting protocol. We make a num-
berof assumptionén designinghesesecuritymechanisms
for distance-ectorprotocols.

e We assumentrudershave the capabilitiesdescribedn
Section2.1.

o We assumethat a router can trust informationit re-
ceivesfrom otherroutersonly concerninglinks inci-
dentontheremoterouters.

e We assumeesachrouteris assigneda public-key pair
for usein digitally signingroutingmessages.

e We assumehat key distribution is basedon domain
namesandthat domainnamescanbe efficiently and
securelydeterminedyivenan|P addres®f ahost. The
DomainNameSystemwith the proposedsecurityex-
tensiond4] might meettheserequirements.

3.1. Routing message protection
counter measur es

The following countermeasureare effectively imple-
menting security servicesnot available from lower level
transportor network protocols. Specifically the routing
messagaeligital signatureand sequencenumbersare pro-
viding authenticatiorandintegrity servicef routingmes-
sageswhich composehefirst classof communicatiorde-
scribedabove. If theseserviceswere available from net-
work [1, 2] or transportiayer protocols,thesemechanisms
would nolongerbeneededn theroutingprotocols.



A numberof datastructuresaredefinedfor usein the pseudo-codéor thedistance-ectoralgorithmsdefined
below.

SequenceNumber (seq Num): Thesequencaumbermaintainedy eachrouter

Sequence Number Table (S N;:m ):  The SequenceNumbertable maintainedat node ¢ containsthe

Juencevalt lin a routing L ith originatingspeakerm for destinationnet-

work 7.

Link-Cost Table(L ;): The Link-Cost table maintainedat node¢ describeshe networksnodes is at-
tachedo. Eachentryincludesthefollowing information:

li — thecostof thelink to the attachechetwork=.. The costof a failed link or alink to a
failed networkis infinity.

lmodil — abooleanindicatingwhetherthis entryhasbeenmodified.

Distance Table (D T;): TheDistanceTableat speaket is amatrix containing for eachdestinatiomet-
work j andneighboringspeakeik, thefollowing informationregardingtheroutereportecby k:

Dj‘k — distancdrom k to j.

p;'.k — predecessanetwork.

sn;'.k — updatesequenc@umber

id;'. s identifierof the originatingspeaker
dsj. ® — digital signatureof the destination predecesspandsequenceumberinformation
ascomputedy j.

Routing Table (RT;): The Routing Table at speakeri is a column vector of entriesfor eachknown
destinatiometworkj which specifythefollowing regardingtherouteschoserby i:

D;: — distancdrom i to j.

pi. — predecessanetwork.

J
s;ﬂ —  successospeaker

snj. — updatesequenc@umber
id; — identifierof theoriginatingspeaker

dsj. — digital signatureof the destinationpredecesspandsequenc@umberinformationas
computedy j.

RTmo d;'. — abooleanindicatingwhetherthis entryhasbeenmodified.

UpdateMessage (U, ):  EachupdateUy, , from receved by sp i from neighboringsp isa

columnvectorof updateentrieswith thefollowing fields:
j — destination.

UD;.c — distancrom k to j.

up;? — predecessaretwork.

usn;? — updatesequenc@umber
uid;f’ — identifierof theoriginatingspeaker

udsk digital signatureof the destination predecesspand sequenc&umberinformation
computedy j.

In additionanumberof routinesarecalledin the pseudo-codehut notdefined.

DigSig(7, », sn)g: Thisroutinereturnsthe digital signatureof the destinatiometwork j, predecessor
routerp, andsequencénformationsn usingthekey specifiecby . Thespecificdigital signature
algorithmuseddepend®n the specificsof the particularimplementation.

DTPred(z, j, k, p): This routinefinds the predecessprp, on the pathfrom speakeri to destination
networkj asreportedby neighboringspeakerk asrecordedn the DistanceTable. The specifics
of how this is donedependbn the particularimplementation.

SelectRoute(z, j): Thisroutinepicksthepreferredroutefrom speaket to destinatiometworkj among
the availablerouteswith the highestsequencaumber The specificsof how this decisionis made
depend®n the particularimplementation.

Network(z):  This routinereturnsthe attachechetworkfrom L ; thatis sharedwith neighboringspeaker
z.

TransmitUpdate(k, U): ThisroutinetransmitstheupdateU to neighbork.

procedure LinkChange(z, »., ¢)
when routeri detectsachangeof its link to networkn. to coste
begin
1 <
lmod"‘" + TRUE;
call UpdateR(z);
end

procedure ReceiveUpdate(U g, )
when routeri recevesanupdatelU , from routerk; assumel;, containsupdatesn orderof dependenc
begin

for each updateentry(j, UD;? B up;? , usn;? N uid;‘.’ B nds;?) inUy, do

begin

if ValidateUpdatei, 3, k., up;? , usn?, uid;?’, uds;?)
then begin
i k. i k. oni k.4t iak-
Dj]c — UDj ’pjk (— upj ’S"jlc — usnj,zdjk — uzdj,
sk, uds®; SN o usnk;
7 J duidy J
end
elseerror “Invalid Update”
end
call UpdateR(z);

end

/* Validatethe updatefor destinatiory recevedby ¢ from neighbork. */
I* Specificallyverify sequencaumberupdateentrydigital signatureandthe pathfrom 3. */
function ValidateUpdate(z, j, k, p, sn, id, ds) — boolean;
begin

if(sn < SN? id)then return FALSE;

if (ds % DigSigli, p, sm); ¢) then return FALSE;

repeat

p + DTPredg, j, k, p);
until ((p = FAIL) or (p in L;));
return (p in L;);

end
procedure UpdateRT ()
begin
for each destinationj in DT'* do
begin . ) ) )
i i i gi i Lo
(D i Pig» 'sn].z ) 1d1.z, dsjz) — S'eleCtRoufe(, 4
if (D% DY L ds # dst
(D} # DY, )or (sh # o) or (dsh # dst,)
then begin
k i i ot . i . i i .
DJ.' — Dj'm + lgVetwm:k(z)"j 4—'m.p]. — ij'”'j — S"jm'
id% « id® ;ds® « ds® ;RTmod% « TRUE;
J Jje J jz J
end
end
call SendUpdatesj;
end
procedure SendUpdates(z)
begin .
for each destinatioryj in RT; whereRTmad} = TRUEdo
begin

U, — UpmpU (3, D%, p%, sni, idi, dsi);
tmp < Utmp (€} 3P PR J)
RTmod; +— FALSE;
end
for each attachechetworkj in L ; do
call TransmitUpdatell ¢, p ):
sn +— seqNum;seqNum «— seqNum + 1;
for each attachechetworkj in L ; wherelmod;, = TRUE do
begin
for each attachedhetworkp in L ; wherep # j do
call TransmitUpdate, (5, l; , P, s, i, DigSigQ, p, sn);)):
lmcd§ + FALSE;
end
end

Figure 2. Pseudo-code for Generic Secure Distance-V ector Processing
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Routing message sequencenumber. A sequencaumber
is includedin eachroutingmessageThis sequencaumber
is initialized to zeroon theinitialization of a newly booted
router andis incrementedvith eachmessage.On detec-
tion of a skippedor repeatedsequencaumbera resetof

the sessioris forcedby the re-initialization of the routing
process. The size of this sequenceaumberis madelarge
enoughto minimizethe chanceof it's cycling backto zero.
However, in theeventthatit doesthesessioris resetby the
re-initializationof theroutingprocess.

Routing message digital signature. Eachrouting mes-
sagds digitally signedby thesenderThis providesauthen-
ticity andsomedegreeof integrity (protectionfrom message
modification,but notfrom replay)of theroutingdialog. On
detectionof corruption the messagés dropped.

3.2. Routing update protection
counter measur es

The countermeasuregresentedn this sectionprotect
communicatiorbetweera givenrouteranda setof remote
routers,composedf routing updatefields setby the orig-
inating router that describea specificdestination. These
countermeasurgsrovide authenticityand integrity of this
communication;confidentiality of this communicationis
pointlessas the potentialrecipientsinclude all authorized
routersin aninternet.

Add sequence information to updates. Sequencénfor-
mationis addedto eachupdateto protectagainstthe re-
play of old routinginformation. This sequencénformation
canbein the form of a sequencenumberor a timestamp.
New sequencénformationis generatedor eachrouteout-
put from the routing selectionprocess.While a numberof
updatesnay be generatedor eachroute(onemessageer
peerof the originatingspealer), only onesequencaumber
or timestamps usedfor all of them. Thisis necessarasa
remotespealer may receve the samerouteasa numberof
updateseachdescribinghesamedestinatiorbut represent-
ing differentpaths;all of theseupdatesnustbe considered
valid. Thisimpliesthatupdatedor agivendestinatiormust
be consideredralid if their sequencénformationis greater
thanor equalto the currentsequenc@nformation.Notethat
sequencénformationmustbe maintainedandvalidatedon
aperrouterbasis.An invalid updateis silently dropped.

Add predecessor information to updates. A routing-
table updateof a distance-ectorrouting protocolconsists
of oneor multiple entries,eachspecifyinga destinatiorand
a distanceto the destination! To verify the integrity and

1In RIPv2,the successoto the destinatioris alsoincluded.
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authenticityof a given updateentry; the router processing
the updatemust make surethat the distanceto a destina-
tion reportedn the updateentry corresponds$o a paththat
is valid and authenticfor eachof its hops. By including
theinformationaboutthe second-to-lashop (predecessor)
in the pathto a destinationthe validity andintegrity of the
entirepathfrom therouterverifying theupdateo thedesti-
nationcanby verifiediteratively usinginformationreported
by therouterddirectly adjacento thedestinatiorandrouters
immediatelyadjacento eachintermediaténopin the path.
Themethodusedto accomplistthiswithoutincludingcom-
plete pathinformationis basedon the path-trarersaltech-
nigueof path-findingalgorithms.

Path-finding algorithmsare distance-ector routing al-
gorithms which perform route computationon a per
destinatiometwork basis.They maintaininformationabout
thenext-to-lastnetwork alongwith thedistanceanformation
from eachneighbotto every destinatiorin theinternet.This
informationalongwith thenext hop(successortp eachdes-
tination is usedto computeloop-freepathsto all destina-
tions. Usingtheinformationaboutthe next-to-lastnetwork
(predecessor@animplicit pathto a destinationcanbe in-
ferred and thus routing loops can be detected. Path find-
ing algorithmstherebyeliminatethe well known counting-
to-infinity problemof DBF [3]. Eachdistanceandrouting
tableentryis associatedvith the predecessonformation.
The designof the path-findingalgorithmis suchthatat all
times,the distanceandrouting table entriessatisfythe fol-
lowing property:

Thepathimplicit in a distanceentry from router
i to destinatiory througha neighbork, ij, with
associatecbredecessohfj = h, is the pathim-

plicit to networkh, D%, , augmentedbylink (h, 7).

If eachcolumnin thedistanceandroutingtablesof arouter
satisfiesthis propertyat all times, thenit can be usedto
maintainsimplepathsto destinations.

Figure 3 illustratesthe pathtraversalusing predecessor
information. Let r1 andr6 be therouters,andnl-n7 be
the networks in an internet. The figure shows the routing
tableentriesat noderl. A routingtableis a vectorwith
eachentryspecifyingthe destinatiory, currentshortestis-
tanceD’, successos} andthe predecessay;. Infinite dis-
tanceis representedsoco andnull pathby *. Let noderl
wantto determingf anetwork n7 is in the shortespathto
destinatiomm2. Noderl startsthe tracefrom the entry for
destinationn2 (Figure 3(a)) andfinds thatthe predecessor
to n2 is network n5. Subsequentlyn1 walks throughthe
predecessorsf its pathto n5 andn6 until it reacheshedi-
rectly connectedhetwork nl (Figure3(d)). Fromthis, node
rl determines7 is notin the pathfrom r1 to n2 (noten-
counteredduringthe trace). The sequencef predecessors
encounteredluring sucha tracerepresents pathfrom n1
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@ (b)
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Figure 3. Path Traversal using Predecessor Information

to n2. This is referredto asthe implicit path or the path
extractedfrom the predecessaretwork information.

Eachnoderunningthe path-findingalgorithmmaintains
adistancetable, aroutingtable anda link-costtable The
distancetableat nodei is a matrix containingthe distance
andthe predecessoentriesfor all destinationghroughall
its neighbors.Theroutingtableis a columnvectorof min-
imum distanceto eachdestinationand its corresponding
predecessoand successoiformation. The link-cost ta-
ble lists the costof eachlink adjacento thenode.Thecost
of afailedlink is consideredo beinfinity.

Updatemessagesgre exchangedbetweenneighborsto
updatethe routing information. An updatemessageon-
tains the sourcenode and the destinationnetwork identi-
fiers,andthe distanceandpredecessanformationfor one
or more destinations. The working of algorithmsof this
typeis describedby Murthy and Garcia-Luna-Acees[12,
5].

To securedistance-ectorprotocolswe includethe pre-
decessomformationdefinedabore in eachupdate.Using
this informationwe thenperforma pathtraversalfor each
selectedroute, verifying the integrity of the path andthe
distancereportedfor theroute.

Digitally sign updates. To ensurgheauthenticityandin-
tegrity of theinformationusedabove, the originatingrouter
digitally signsthe unchangindields of eachupdateit gen-
erates Specifically thedigital signaturecoversthedestina-
tion, predecessprandsequencaformationfields. Thedis-
tancefield of theupdateis notincludedbecausét changes
asit propagateshroughthe network. In addition,to allow
receving routersto validatethe signaturean IP addresof
theoriginatingroutermustbe addedto eachupdate.These
signaturesreusedto validatea candidatepathto a destina-
tion beforethatpathis selectedor use.This pathvalidation
is performedsimilarly to the loop-detectiorpathtraversal
specifiedby the path-findingalgorithm,exceptthatthe up-
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datecorrespondingo eachhopis validatedusingthedigital
signature.

3.3. Counter measur e effectiveness

We now analyzethe impactof eachcountermeasuren
thethreatsdescribedn Section2. In thefollowing we as-
sumethe digital signaturecountermeasurincludesfacili-
tiesfor secureauthenticatiormndaccesgontrol.

In broadterms,the messag@rotectioncountermeasures
provide protectionagainstall nodeswhich lack the neces-
sary cryptographidkeys, specificallyunauthorizedouters,
masqueradingouters,andsubvertedlinks. Thedigital sig-
natureof routing messageprotectsthemfrom fabrication,
modification,and disclosureby theseclassef intruders.
Theadditionof asequencaumberto routingmessagegro-
tectsthemfrom replayor deletionby thesentruders.

Similarly, the updateprotectioncountermeasuregro-
vide protection againstthe compromiseof those nodes
thatdo have the cryptographideys, specificallysulverted
routers. The digital signatureof eachupdateprotectsthem
from fabricationor modificationby subvertedrouters.The
addition of a sequencenumberto each update protects
againstreplayby a subvertedrouter The additionof pre-
decessoinformationto eachupdateprovidesa meansof
validatingalink in theinternetwhichcanthenbeusedwith
theroutingtableto validatetheimplicit pathof anroute.

There were a few vulnerabilitieswe did not address.
Specifically a subvertedrouteris still ableto fabricatedes-
tination information, deleterouting updates,and disclose
routing information. The fabricationof destinationinfor-
mationrequiresoperationathangesn additionto protocol
changedo protectagainstfor exampleit couldberequired
that a routing authority sign destinationinformation with
thenameof theoriginatingrouterto allow recipientgo ver-
ify thatthe originating routeris connectedo the destina-
tion. Vulnerabilityto the deletionanddisclosureof routing



updatess inherentin the requirement®f routing protocols
to trust routersin their handlingof routing updates. It is
likely, dueto the high degreeof connectity in mostopera-
tional internetsthatthe deletionof routingupdateswill be
atworstineffectivein cuttingoff accesso destinationsand
atbestdetectablehroughthecorrelationof recevedrouting
information. Furtherresearchs needednto the possibility
of detectingsuchintrusions.

In addition, it is still possiblefor ary classof intruder
to discloserouting information. Due to the multicastna-
ture of theseprotocolswe areunableto addresghe threat
of thedisclosureof routingmessagem anefficientmanner
To provide this protectionwould requirereplacingtherout-
ing messagéigital signaturewith encryptionof therouting
message.However, sinceeachmessages received by a
numberof routersthis would requiresendingout a copy of
eachupdateencryptedfor eachrecipientrouter This re-
quiresa significantchangein the protocol, andinvokesa
significantadditionalcostin bothtraffic and CPU time for
theencryptionsFurtherresearchs neededn this area.

3.4. Cost analysis

The costsfor thesecountermeasuremein the spaceor
new fields, in time for computingthe new fields, and in
timefor performingthe path-trarersal.Following is arough
summaryof thesecosts. In this summarythe assumptions
aremadethat digital signaturesare 128 bits, andthata 32
bit timestamprovidesanadequatdifetime for key changes
in routers.

Space per message: Eachroutingmessaggrowsby al128
bit digital signature,and a 32 bit timestamp. This
is comparablao securitymechanismgurrently pro-
posedor someprotocols(e.g.,RIPv2).

Space per update: Eachrouting updateentry grows by a
128 bit digital signaturea 32 bit timestampanda 64
bit predecessdield (assumindPv4 IP addresseplus
anetwork mask).

Time per message: A digital signaturemustbe computed
oncefor eachrouting messagegeneratedy a router,
andverifiedonceperreceving router

Time per update: The predecessdield of an updatedif-
fers for eachinterface of the originating routerit is
sentover. Thereforethedigital signatureof anupdate
mustbe computedoncefor eachlink of the originat-
ing router Corversely eachupdatedigital signature
is verified onceby eachrouter which selectsone or
morerouteswhoseimplicit pathsincludethelink rep-
resentedy theupdate.

Time per destination: Eachselectionof a new pathto a
destinationrequiresa path-trarersal. The frequeng
suchchangeds dependenbn network topology and
link changeevents. However, as has beendemon-
stratedby Garcia-Luna-Aceesand Murthy, efficient
pathtraversalalgorithmsaddminimal overhead5].

Notethatall of the validationactions whichwill likely ac-
countfor alargeshareof thesecosts,canbe doneon a sta-
tistical basisto containtime costs.

4. Related work

Kumar [6] analyzesthe security requirementsof net-
work routingprotocols,anddiscussethe generaimeasures
neededo securethe distance-ectorandlink-staterouting
protocolclassesHe identifiestwo sourcesf attacks:sub-
vertedrouters,and subvertedlinks. Sinceattacksby sub-
vertedroutersare seenasdifficult to detect,andof limited
valueto the intruder, he focuseshis attentionon securing
protocolsfrom attacksby subvertedlinks. For distance-
vector protocolsthis translateso the modificationor re-
play of routing updates. The specificcountermeasurdse
proposesreneighborto-neighbodigital signatureof rout-
ing updatesthe addition of sequencewumbersandtimes-
tampsto theupdatesandthe additionof acknaviedgments
andretransmissionsf routing updates. Theseresultsare
similar to ourswith the exceptionthatwe explicitly assume
theexistenceof subvertedrouters,andprovide countermea-
suresto protectagainstthem. We feel this is importantas
routersare potentiallyvulnerableto attacksfrom a number
of sourceswith potentially catastrophiaesultsfrom suc-
cess.

Murphy [10] outlinesa solutionfor securingdistance-
vector protocolsthat involves including the information
usedto selecta route, signedby the neighborit receved
it from, in the routing updateit then signsand transmits
to its neighbors. Shepoints out that this requiresthe val-
idation of a numbernestedsignaturesequalto the number
of routersin the path. This resultsin both updatesizeand
validationcomputatiortime problemsasthesizeof the net-
work grows. Theseproblemsresult, fundamentally from
theredundansigningof link informationfor pathsthatare
superset®f pathsusedto reachdestinationdraversedin
thelongerpath. We avoid theseproblemsby signingonly
the componentink information, in the form of predeces-
sors,andperforminga pathtraversalto validatefull paths.
This resultsin the useof constantspace and significantly
reduceccomputatiortime.

Smith and Garcia-Luna-Acees[17] have analyzedthe
BorderGatevay RoutingProtocol(BGP)in a mannersim-
ilar to theanalysigoresentedhere.BGPis a memberof the
path-vectorclassof routingprotocolswhich carryfull path

7 of 8



informationin therouting updatedo allow loop detection,
andtheuseof non-uniformrouteselectiormetrics.Theso-
lutionsdevelopedfor BGParesimilarto theonespresented
herein thatthey usethecryptographigrotectionof thefirst
hopinformationin the pathby the destination(originating)
router

5. Concluding remarks

We have analyzedhesecurityrequirementsf distance-
vectorrouting protocols. Vulnerabilitieswerefoundin the
theseprotocolsthat could potentially resultin the decep-
tion or disruptionof the route computation,or the disclo-
sureof routinginformation.We presentedountermeasures
for theseprotocolsthat eliminatedor minimized most of
thesevulnerabilities.We presentedneasuressimilar to ex-
isting proposalsthat protectrouting transmissiong®cross
local networksfrom the masqueradingouter, unauthorized
router andsubvertedlink classef intruders.In addition,
we proposecda new classof protectionmechanismshased
ontheuseof predecessdnformation,thatprotectsrouting
updatesasthey traverseaninternetfrom subvertedrouters;
thesemechanismeffectively limit the scopeof trustof re-
moteroutersto informationregardinglinks incidenton the
remoterouter

We did not addresghe vulnerabilitiesinvolving misrep-
resentatiorby a router of its direct ervironment,and the
disclosureof routinginformation. Theformerwe seeasbe-
yondthe scopeof usualrouting protocolfunctionality The
latteris resohable,but ataninappropriateostfor thetarget
ervironments.

In summarywe shaw thatit is possibleto effectively and
efficiently securedistance-ectorprotocols.We accomplish
thisusingthe predecessdnformationspecifiedn thepath-
finding classof distance-ectorprotocols.
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