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Abstract—We present node-centric approaches to hybrid routing for ad are maintained constantly, while routes between common nodes
hoc networks in which normal nodes are distinguished from special nodes, gre set up on-demand.
called netmarks, hosting popular network services or functioning as points The land K hi hy 121 i i de- tri )
of attachment to the Internet. With node-centric hybrid routing, netmarks € landmark hierarchy [2] is an earlier node-centric ap
force other common nodes to maintain routing information for them by ~ proach to hierarchical routing designed for proactive routing in

advertising their routing information as in table-driven routing protocols.  |arge networks. The key difference between the node-centric

This reduces the ngnNork—Wld_e flooding and the correspondlng delay for qouting described in this paper and the landmark hierarchy is
route set up every time a session needs to be established between a norma

node and a netmark. Routes between peer nodes are set up on-demand. Athat a landmark becomes the address of a common node, while
node-centric routing solution is presented based on partial link state infor- a netmark is a destination that provides services.

mation. In this solution, table-driven routing is maintained for netmarks
and on-demand routing is supported for common nodes. Simulation re-
sults using ns2 show that this approach performs much better than such
on-demand routing protocols as DSR, AODV, and SOAR.

|. INTRODUCTION ¢
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Table-driven or proactive routing protocols can become ex-
pensive in terms of control overhead in mobile ad hoc networks, % q

because each node in the network must maintain routing infor- QT@ \ﬂ“ o
g

netmark i d

_—0

mation for every other network node, although the node occas-
sionally handles traffic destined for some nodes. To address the
scaling problem of table-driven routing, on-demand routing pro-
tocols have been proposed for ad hoc networks. Nodes running

such protocols set up and maintain routes to destinations only if t

they are active recipients of data packets. However, when only O

a few nodes of the afj hqc.networl_( ml,JSt act a$ sources and sinks Fig. 1. Figure showing an ad hoc network with a single netmark
of data packets, maintaining routing information to such nodes

on demand and treating those nodes as any other node may Nl tion |1 introduces our approach to node-centric hybrid

be as attractive as a proactive approach to establishing rouligging | this approach, a netmark uses proactive routing up-
information to them while on-demand routing is used betweefies 1o push its routing entry into the routing tables of the rest of
less accessed nodes. This motivates the interest in a hyb”dtﬂB'nodes in the ad-hoc network. Section Il also shows how an
proach to routing in ad hoc networks. , existing on-demand routing protocol can be modified to adopt
The Zone Routing Protocol (ZRP) [1] constitutes a framgris approach. Section IIl addresses the issues that arise with
work for hybrid routing in ad hoc networks. ZRP adapts gaing multiple netmarks in an ad hoc network. Section IV
hierarchical-routing approach based on clusters (called Zonﬁ@sents the results of our performance comparison of node-

and maintains routes proactively to destinations inside a Z0REnic hybrid routing with purely on-demand routing protocols.
and on-demand routing is used to establish routing mformatlgréction V concludes the paper.

spanning more than one zone. In this paper, we advocate a dif-
ferent approach to hybrid routing that is node centric rather than Il. NoDE CENTRIC HYBRID ROUTING
based on zones or areas of the network.

The rationale for a node-centric approach to hybrid routing
that there are many practical scenarios in which certain nodedn on-demand routing protocols routes for necessary destina-
in an ad hoc network need to host special services that areti@ns are set up in a reactive basis using route requests and route
quested throughout the ad hoc network. For example when agplies. Route errors are generated when the routes break ne-
hoc networks are wireless extensions of Internet, some nodessitating altenate path set ups. The modifications required for
need to act as DNS servers, Internet Access points or web prary on-demand routing protocol to adopt hybrid routing with
ies. We call those nodes that support special services for the stactive routes to netmarks are the following:
of the nodes (and therefore that have a high likelihood of corh- A netmark can advertise its presence by sending Hellos to en-
municating with the rest of the ad hoc networigtmarks For- able new neighbors to set up paths to it, and to enable old neigh-
ward and reverse paths between netmarks and common ndutes to find out whether the netmark is still reachable without

I8 Hybrid Routing with Proactive Routes to Netmarks



having to depend on link-layer notifications. 2. Modifications in SOAR to adopt hybrid routing are much
2. Adding a route for a netmark for the first time necessitategnpler than in both DSR or AODV.
sending updates to neighbors, so that they can also set up nelthe Netmark Enhanced Source Tree (NEST) routing protocol
paths to the netmarks. adopts the routing mechanisms of SOAR to maintain proactive
3. Route errors and route requests are generated for netmaokses for netmarks and on-demand routes for other nodes in the
irrespective of the presence of traffic to the netmarks. network. In the following we provide the details of NEST.
All the above three techniques make paths to netmarks proactivEig. 2 shows the difference in the control message between
rather than reactive to traffic. NEST and SOAR advertised for the nodes in the network shown
Now we look at how some of the existing on-demand routirl§ Fig- 1, where every node has a proactive path with the net-
protocols like DSR, AODV or SOAR can be changed to incorpfark and nodes andi have on-demand routes set up foand
rate the above concept of hybrid routing. The ad-hoc on demahEgSpectively. The source treeaFig. 2a) is the tree consist-
distance vector (AODV) protocol is an on-demand distance véd Of links thate uses to reach the netmark and other nodes in
tor routing protocol in which each routing table entry has dR€ network. Routee advertises a part of this complete source
expiration perioddctive_route_timeout) associated with it. ~ trée to its neighbors, which is called theinimal source tree.
The dynamic source routing (DSR) protocol exchanges roufeéd” SOAR theminimalsource tree would only consist of links
in the form of paths [11]. DSR keeps routes for destinations u€€ded to reach nodes with which it has active flows. In this
til route errors or link layer notifications indicating failure of€X@mple. has active flow withf, the minimal source tree ad-
routes are received. These events are triggered only by the f4frtised bye would be as shown in Fig. 2b. In NEST, even if
ure of transmission of data packets over links, which impliésd0€s not have active communication with the netmark, it ad-
route failure propagation will not improve by extended cachingTtises links belonging to the path to it (as shown in Fig. 2c),
of netmarks, in which the basic idea is to maintain correct path§ich impliese always considers netmark as important.
in absence of data traffic also. _ _ C. Netmark Discovery
The source tree on demand adaptive routing (SOAR) [5] pro- _ o
tocol is a link-state routing protocol in which routers exchange N NEST, netmarks send Hello packets to inform their neigh-
minimal source trees in their control packets, consisting of tR@rs of their presence. This same effect is achieved by send-
state of the links along the paths used by the routers to redg8 beacons at the MAC layer. When a node receives a Hello
active (important) destinations. packet, it assumes the presence of netmark in its neighborhood
Implementing a network-layer Hello mechanism at the ne?! the nelghbor protocol can send_such indication. At the rout-
marks is easy in any of the above three protocols. Hellos sdM layer, if the node does not receive the Hello packet for some
by the netmarks in AODV should contain the highest sequen,‘&(?d?f'”ed mterval of time, then it can declare tha}t the link to
number for the netmarks, so that the receiving node can instii|n€ighbor is down. The MAC layer can also notify the rout-
new routes for the netmarks. Because DSR sends route erfggdayer about link failures when it cannot deliver data packets.

only to the source of data packets, adding a Hello mechani&ithe presence of data traffic this mechanism can detect link

does not help DSR, because it does not know how to propagii/res faster.

loss of netmark-routes to other nodes in the network. Some im-Vhen a node has a new entry for the netmark, it updates it

provement can be achieved if a node keeps track of the neightffghbors about the new route, which in turn will choose to send
who use it for data delivery to netmarks for the Ipgt-defined 2" update if it discovers the netmark for the first time. There-
amount of time, so that route failures to netmarks can be f@re, €very node in the network will know about the path to the
ported to those predecessors. Unlike in DSR, by increasing ffmark. In case of loss of updaigseries are used to set up
time for which a route is considered important, in both SOARtS with netmarks. _ _

and AODV, route errors and route requests can be sent irrespe@€cause netmarks acting as gateways or hosting proxy (or
tive of the presence of traffic. DNS) services will not change over sall time scales, we assume

To propagate new route information for netmarks in SOAQI nodes can be pre-configured statically with the netmark ad-

only requires a change in the rules for sendingupdate. Up- dresses.

dates are going to be sent not only during path cost increase IBF‘tMaintaining Paths in NEST

also during new netmark-route discovery. Both AODV and DSR )

need the introduction of a new broadcast control packet, whichFi9- 3 illustrates the process of setting up forward and reverse

would propagate paths to netmarks when a route is first foud@ths for NEST.

for the netmarks. In Fig. 3, where learns of the netmark, it advertises the net-
mark in its source tree and hencwill know about the netmark
B. Hybrid Routing based on SOAR and also about neighber Whenb re-advertisesg will know

aboutb, ¢, andnetmark, i.e., the path to netmark and the in-
We have chosen SOAR as the routing protocol to illustrate th&mediate nodels c. Similarly, b will know about an alternate
benefits of node-centric hybrid routing over on-demand routingth [b, d, e, netmark] from d, butb chooses the path through
because of the following reasons : as it is of smaller length. If link¥ c) fails, thenb can choose
1. SOAR has been shown to be more efficient than DSR [5] athg alternate path to netmark throughThe downstream nodes
our own results, presented in Sec. IV, show that SOAR coifilem a mobile node towards the netmark may only know about
pletely outperforms AODV. the upstream predecessor but not about all upstream nodes, e.g.,
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Fig. 2. Figure showing difference in control information in SOAR and NEST

case routes for different destinations from the same source pass
through same intermediate nodes.

I11. M ULTIPLE NETMARK SCENARIOS

When multiple netmarks are present in the network, depend-
ing on the purpose the netmarks serve, the routing can be
adapted to further improve performance of routing protocols.
How to do this depends on the way in which nodes affiliate
themselves to netmarks.

A. Dynamic Affiliation

A node need not be affiliated with any particular netmark and
it can communicate with any one netmark. This can happen
when the ad-hoc network is an extension of the Internet, and
Fig. 3. Setting up of paths between netmarks and nodes there are multiple Internet access points. The common nodes
in the network can communicate with any access point, as all
access points are connected to the Internet. Since packets are
whenb advertises its source tree, it may not advertise link toforwarded to any netmark, routing becomes efficient in terms of
asa is not an important destination. In such a caseijll know control overhead because (a) redundancy of routes to the Inter-
only abouth, but not about:.. Similarly, the netmark may know net reduces the number of expensive route discovery cycles; (b)
aboute, but not about nodesandb. In order to send packets toAnycast route discovery mechanism reduces control overhead.
a, netmark in such a case would have to seg@@y for a. To In any route disocvery mechanisgqueries are not required to
prevent aguery to be initiated from the netmark for every mo-be sent individually for each netmarknycast queries can be
bile node in the network, the following mechanism is adoptesgnt asking for a route to the anycast address of all the netmarks.
to set up the reverse paths without introducing any extra conttolsuch a case, any router who has at least a route to a netmark
overhead. can reply and in case of availability of multiple routes, the reply

When data packets start flowing from a node towards the n\é_ytc—’uId contain the route to the nearest netmark.
mark, the intermediate nodes along the path towards the 'Et'Static and Hybrid Affiliation
mark can set up paths towards the source of the data packets.
For example, when the data packet frameaches: and finds  In static affiliation irrespective of the distance of a node from
the destination is a netmark, theradds an entry in its rout- the netmark, a node can be made to always use a particular net-
ing table fora as[dest = a,nexthop = ¢]. Similarly, the mark. Depending on the mobility, a node in order to reach the
netmark will keep an entridest = a,nexthop = ¢|. These netmark affiliated to it, might have to use some other node, affili-
routing entries will expire after aoftstateinterval, such that ated to another netmark, which implies every router has to know
when link (b, ¢) breaks, data packets will be forwarded alonthe routes to all netmarks, though packets from a node would
the path[a, b, d, e, netmark] and netmark will replace the en-always be forwarded to a particular netmark.
try [a,c] with [a,e] as the data packets arrive from Simi- There can be scenarios where the affiliations can be hybrid
larly, whend ande forward packets, they set up soft-state en-e. both static and dynamic. For example, if the mobile router
tries for the destination. Nodec removes entrya, b] after the wants to reach a particular proxy server, which one of the net-
soft state intervatiue to the absence of any data packets foommarks host in its local subnet, forwarding packets to the netmark
towards the netmark. If a node finds that the next hop for the tessting the proxy server would be more efficient than forward-
verse path towards any destination changes, that change is amjyto the other netmarks which can be connected to different
recorded in the routing table, if the previous route has not beeetworks. Packets meant for networks remote to any of the net-
used forsoft_state_interval. This prevents route-flapping inmarks can be forwarded to any one of them. In terms of routing




the approach will be similar in both static and hybrid affiliatio®. Single Netmark Scenario
scenarios.
There is a single netmark in the network, which is placed at
IV. PERFORMANCEEVALUATION co-ordinates (500, 250) and is fixed throughout the simulation

. time. Th time i iformly distributed betw
We have evaluated the performance of NEST with the pu’,;rI‘%l;a am ai?%%ﬁ Vgﬁfelswl;‘?ér? rcrgr)]/ bés or:1 eu ; 0 is e3eon Z§r060

onédemt\?vndkrogtlnglj p:rotoi:gls SFO'ITR, _DSR an?hAODV lthw;g ﬂ55320 and 300 seconds. The simulation length is 600 secs, while
nse nde. I(\)lrESS%Tu a otr [ k].d' ° own?g are the constants e results are presented on the basis of at least 3 simulation
quired n or netmark discovery. runs where each run is having a different randomly generated

H ) . mobility scenario but same traffic model (this is also true for
ello_Interval (interval between Hello packets): 3 secs i
DeadTime_Interval (interval after which the netmark can be considered) : 9 secs Su bseq uent experlments).

soft.stateduration (timer value for the soft-state routing entry) : 1 sec T
( g ent) Most of the findings on AODV, SOAR and DSR from our ex-

i ) i periment conform to the results published in [7], [5] and [6].
Promiscuous mode of operation has been disabled du ever, contrary to the findings in [7], [6] an interesting re-

practical purposes [5]. The link layer protocol used is g+ for the INTNET model is that AODV's control overhead
IEEE802.11 distributed co-ordination function (DCF) for wireg, highly mobile scenarios is lower than DSR's. Because each

less LANs, which uses a RTS/CTS/DATA/ACK pattern for alh 5 e in the INTNET model sends and forwards packets for a

unicast packets and DATA packets for all broadcast packets. Trﬁﬁmark, the number of cached entries for the netmark is com-

physical layer approximates the 2 Mbps DSSS radio interfagg,atively higher in DSR compared to scenarios where the traffic
(Lucent WaveLan Direct-Sequence Spread-Spectrum). The f8x e is uniform. That effectively leads to significantly higher

dio range of the radio is 250m. _ _ number of cached replies which amount to higher control over-
Nodal movement in the simulation occurs according Q.54 in DSR than in AODV. SOAR produces much less control
the random waypoint model [6] within a rectangular area of; kets compared to DSR or AODV under all mobility scenar-
1000mx500m. ios with varying loads because SOAR resorts to less amount of
We have introduced INTNET traffic model for performancegyte discovery. Because of the fact SOAR and DSR both can
evaluation. This traffic model, which simulates the web traffigse stale information, under heavy load scenarios and high mo-

is more realistic compared to the traffic models used in [6], [7ﬂility, SOAR and DSR suffer slightly in terms of data delivery
It consists of sequences of FLO®FF and FLOWON (Fig. 4) compared to AODV.

periods where the OFF periods correspond to the user’s thin
time, while the ON period represents download time. Duri
the FLOW.ON period, there exists @r traffic and there is no
packet flow during the FLOWDFF period. Following are the
parameters that defines the model:

IiJnder all scenarios, NEST has been found to perform much
Thtter compared to any other purely on-demand routing proto-
col, both in terms of data delivery and control overhead. NEST
(Fig. 5a and Fig. 6a) always delivers more packets compared
to other protocols, with the effect being more prominent un-

FLOW.ONperiod  :  Uniform Dist (30,120) secs der heavy load. The effect of overloading the network does
FLOW_OFF period ~ :  Uniform Dist (50, 120) secs not affect NEST, because each node always tries to maintain
Packet Size 3 macketsisec per node correct paths to the netmark and therefore, under heavy loads,
NEST looses much fewer data packets than other protocols due
to wrong route information. NEST paths are more accurate than
o Flowor paths in SOAR, because the netmark in NEST advertises itself
constant bit rate periodically to force its routing information in other nodes and
nodes using NEST update their neighbors when they first dis-
1 ) Ml cover routes to netmarks. This conclusion is validated by the
— FON——{~— FOFF~| FONW*FON |~ FoFF—| FON results of Fig. 5f and Fig. 6f (NEST-U and SOAR-U), where we
ForE O see that morepdates are needed in SOAR compared to NEST
INTNET MODEL to purge wrong link state information. On an average, NEST

produces around 30% fewepdates than SOAR. We also find
that NEST (NEST-Q and SOAR-Q in Fig. 5f and Fig. 6f) re-

. . ... duces the number afueries compared to SOAR, which is de-
In our experiment all nodes have continuous flows with tl'%i
r

tmark while th f d f f duration 20 frable in large networks whergieries can be expensive. The
netmark while there are four random fiows (of duration duction ofgueries also leads to reduction etplies in NEST

secs)_ b gtwe_en any two randomly selected nodes. Al the ﬂoYYﬁg. 5e and Fig. 6e)Queries are still sent by NEST for discov-
are bi-directional in nature. ering routes on demand and during network partitioning when
NEST needs to probe the network. We also see from Fig. 5¢c and
Fig. 6¢ that on an average hop count in NEST is the smallest.
We have evaluated the routing protocols based on the fdlis is because NEST detects the presence of netmarks much
lowing metrics: (a) Packet Delivery Percentage, (b) Contrtdster. However to conserve network bandwidth, as the nodes in
Packet Overhead (c) Average Hop Count (d) End-to-End DelB§eST do not advertise route changes when distances decrease,
() Number of Queries, Replies. the path length in NEST can still be sub-optimal.

Fig. 4. Internet Traffic Flow Model

A. Performance Criteria
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C. Multiple Netmark Scenario of unavailability of routes to any netmark, anycaseries (as

In this scenario there are two netmarks along with 30 mobﬁiéscussed in Sec .”I) are sent and routes are established based
nodes. The netmarks are placed at co-ordinates (250, 250) 8[1[ hgao%éazt reptllzs. We com[:iare tgle sesrfcc;;rgancersf‘; ON,EF?T
(750, 250) and are fixed through out the simulation. The tr ! - L'k( eAn(;gAgs _:;mycaj _gnEEeST | orA- . n
fic pattern is according to the INTNET model. Packets for t d9- )'f : et X K » I needed, also usesycas
Internet are always forwarded to the nearest netmark. In cLieres for netmarks.
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Fig. 7. Performance of NEST and SOAR for a network with 30 nodes and 2
netmarks [11]

From Fig. 7, we see that SOAR performs as well as NEST ¥
terms of data delivery and control overhead under all three mb3
bility scenarios. This is in contrast to the results presented in the]
previous scenario, where SOAR produces higher control over-
head than NEST. This improvement of performance in SOAR
can be attributed to the following three reasons: (a) If a route to
a given netmark is not available, packets can still be sent to the
other netmark, which helps in reducing the numbegwiries;

(b) anycast route replies help to reduce floodingwdries and
speed up route discovery; and (c) reducing the numbes @fy-
reply packets helps to prevent old link-state information to be
injected into the network, which helps to reduce the number of
updates.

V. CONCLUSIONS

Here we have presented a node-centric approach to hybrid
routing for ad hoc networks that distinguishes between normal

nodes and special nodes, called netmarks, hosting popular net-

work services or functioning as points of attachment to the Inter-

Ad hoc Networks,” indraft-ietf-manet-globalv4-00.txtNovember, 2001.
Y.C. Hu and David Johnson, “Caching Strategies in On-Demand Routing
Protocols for Wireless Ad Hoc Networks ,” iACM Mobicom Boston,
Massachusetts, 2000.

“The network simulator - ns-2,” ihttp://www.isi.edu/nsnam/ngis-2.1b6.

M. Marina, “Aodv code for cmu wireless and mobility extensions to ns-2,”
in http://www.ececs.uc.edu/ mmarina/aqgdast updated on 12/07/2000.
C.R. Baucgh, J. Huang, R. Schwartz, and D. Trinkwon, “Traffic model for
802.16 tg3 mac/phy simulations,” hitp://ieee802.0rg/162001.

net. We have evaluated the changes needed to incorporate node-

centric hybrid routing in the basic mechanism of routing for
some pure on-demand routing protocols, namely DSR, SOAR
and AODV and compared the performance of AODV, DSR and
SOAR with the hybrid approach, NEST using ns2.

On the basis of ns2 simulations when the traffic flow is mostly
from common nodes towards the netmark, maintaining proac-
tive routes as in NEST has been found to be always an attrac-
tive method of routing than any other on demand routing pro-
tocol both in terms of data delivery and control packet over-
head. In a moderately-sized network served by multiple net-
marks, the performance of on-demand routing protocols can be
significantly improved by maintaining routes to any of the net-
marks and sending anycagteries asking for a route to the
nearest netmark. Future work will compare anycasting tech-
niques with node-centric hybrid approaches in big networks ser-
viced by multiple netmarks.
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